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Abstract: The recent advances in Wireless Sensor Networks have given rise to many application areas in healthcare. It has 

produced new field of Wireless Body Area Networks. Using wearable and non-wearable sensor devices humans can be tracked 

and monitored. Monitoring from the healthcare perspective can be with or without the consent of the particular person. Even if 

it is with the consent of the person involved, certain social issues arise from this type of application scenario. The issues can be 

privacy, security, legal and other related issues. Healthcare sensor networks applications have a bright future and it is a must 

to take up these issues at the earliest. The issues should be carefully studied and understood or else they can pose serious 

problems. In this paper we try to raise and discuss these issues and find some answers to them.  
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1. Introduction 

As the cost and size of sensor devices are decreasing 
fast, the application areas of wireless sensor networks 
have also expanded rapidly. The major application 
domains [2, 10] are home and office, control and 
automation, logistics and transportation, environmental 
monitoring, healthcare, security and surveillance, 
tourism and leisure, education and training and 
entertainment. Typical possible application scenarios 
may include digitally equipped homes, manufacturing 
process monitoring, vehicle tracking and detection, and 
monitoring inventory control.  
Wireless sensor devices that can be used to actively 

monitor human activities have garnered great research 
interest in recent years. Demand of wearable wireless 
devices has been on the rise recently. A new concept of 
‘people centric’ and ‘urban’ wireless sensor networking 
has been a hot research area [1]. Applications of 
wireless sensor networks focused on monitoring the 
health status of patients have been in demand and 
various projects are in the development and 
implementation stages [4, 6, 9]. A simple sensor 
networks in healthcare application scenario is shown in 
Figure 1. Sensor networks are being researched and 
deployed in wide range of applications in healthcare. 
Typical application scenarios could be monitoring of 
heart beats, body temperature, body positions, location 
of the person, overall monitoring of ill patients in the 
hospital and at home and so on. Sometimes this domain 
area is referred to as wireless body area sensor 
networks or Wireless Body Area Networks (WBAN). 

 
 

Figure 1. Typical architecture of wireless sensor networks in 
healthcare applications [11]. 

 
Wireless sensor networks applications are going to 

revolutionize the healthcare system. As shown in 
Figure 2, the growth of WSN is rapid and fast. The 
projected sales of sensors are going to be very high. 
Similarly Figure 3 shows the world revenue forecast 
and growth rate. We can see that sensor networks have 
a great future ahead with tremendous growth rate. 
In [11], the authors have discussed some potential 

medical applications.  These includes, real-time, 
continuous patient monitoring by which pre-hospital, 
in-hospital, and ambulatory monitoring can be 
possible thereby helping to replace expensive and 
cumbersome wired telemetry systems. 
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Figure 2. WSN chipset sales and projections [25]. 

 
Home monitoring applications for chronic and 

elderly patients which can be used to collect periodic or 
continuous data and be uploaded to a physician and can 
allow long-term care and trend analysis. It can also 
reduce length of hospital stay. Manual tracking of 
patient status is difficult. Sensor networks in healthcare 
can replace the current systems based on paper and 
phone. Collection of long-term databases of clinical 
data can be used in future diagnosis. Sensor networks 
applications have potential for large impacts. It can be 
used in real-time, continuous vital monitoring and give 
immediate alerts of changes in patient status. They also 
can relay data to the hospital or correlate with patient 
records and so on. 
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Figure 3. Wireless sensors and transmitters market: revenue forecast 
and growth for healthcare, medical and biometrics (world), 2002-
2012 [18]. 

 
Since WBAN and other healthcare sensor networks 

applications are related directly to humans, they are 
certainly going to affect the life around us. Due to the 
impacts of these applications, it is certain that they will 
influence the social life of a person. Thus, certain 
typical social issues related to these applications must 
arise. It is well known that any wireless system has 

some inherent technical vulnerabilities and limitations. 
Hence before sensor networks applications in 
healthcare become a widely accepted concept, 
psychological, socio-political and a number of 
challenging system design issues should be taken care 
of. If resolved successfully, these systems will open a 
whole range of possible new applications that can 
significantly influence our lives [4]. 
The social issues that are directly related to the 

above mentioned application scenarios can be 
categorized into three major areas – security, privacy 
and legal issues. Besides these, there can be more 
issues such as economic and political issues. In this 
paper, we discuss the social issues of wireless sensor 
networks application within healthcare perspective.  
This paper has been further organized in the 

following manner. In section 2, we discuss some 
projects and related works. In section 3, we discuss the 
security issues. In section 4, we discuss the privacy 
issues. In section 5, we discuss the legal issues. In 
section 6, we discuss other related issues such as 
economic and political issues and then finally in 
section 7, the conclusion. 

 

2. Some Projects and Related Works  
 

Much research time is being devoted to the area of 
wireless healthcare systems lately. A number of recent 
projects have focused on wearable health devices [15]. 
These projects have been undertaken by government 
agencies and other private organizations. These 
projects cover many areas in healthcare viz. ECG 
monitoring, glucose level monitoring, stress 
monitoring, cancer detection, elderly people 
monitoring and so on. Some of the major 
indoor/outdoor application projects that are going on 
around the world are mentioned here.  

 

2.1. Real Life Projects and Applications 
 

HealthGear [12] is a product of Microsoft Research. It 
consists of a set of physiological sensors connected 
via Bluetooth to a cell phone. It is basically a wearable 
real-time health system for monitoring and analyzing 
physiological signals.  
MobiHealth [24] is a mobile healthcare project 

funded by the European Commission. It allows 
patients to be fully mobile while undergoing 
continuous health monitoring by utilizing UMTS and 
GPRS networks.  
Ubimon [26] is from the Department of Computing, 

Imperial College, London. The aim of this project is to 
address the issues related to using wearable and 
implantable sensors for distributed mobile monitoring. 
Two areas under consideration are the management of 
patients with arrhythmic heart disease and the follow-
up monitoring of post operative care in patients who 
have had surgery.  
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CodeBlue [20] is a research project at Harvard 
University, US. It integrates sensor nodes and other 
wireless devices into a disaster response setting. It is 
designed to work across various network densities and 
a wide range of wireless devices. From a tiny small 
sensor mote to more powerful devices such as PDSs, 
PCs can be combined in CodeBlue. 
eWatch [7] is a wearable sensor and notification 

platform developed for context aware computing 
research. It fits into a wrist watch form making it highly 
available, instantly viewable, and socially acceptable. 
eWatch provides tactile, audio and visual notification 
while sensing and recording light, motion, sound and 
temperature. 
The Vital Jacket [21] mobile device is an intelligent 

wearable garment that is able to continuously monitor 
electrocardiogram (ECG) waves and Heart Rate for 
different fitness, high performance sports, security and 
medical applications. Here data can be sent via 
Bluetooth to a PDA and stored in a memory card at the 
same time. 
All these projects aim to provide affordable 

continuous monitoring of a person’s health related 
issues. The major focus is on the cost effectiveness and 
power consumption of these devices. Although these 
devices are for a novel cause, they have serious social 
issues related to security, privacy and legal aspects. For 
example, some of these applications are heavily relied 
on Bluetooth-like technologies. These technologies can 
pose security threats like eavesdropping and denial of 
services. They also have to meet the concerns of health 
hazards for the implanted devices. As our discussion is 
of the social impacts of these applications, we will 
present the major issues related to them in the next 
sections.  

 

2.2. Related Works  
 

There are some works authored by people that address 
the issues related to sensor networks. But social issues 
as a whole for application scenarios such as wireless 
body area networks or in healthcare perspective have 
not yet been covered extensively. Many authors have 
suggested these issues as important. But we have found 
that most of these works are for either some stand alone 
applications or the issues are not covered as a whole. 
One of the papers [5] discussed these issues in the e-
Health monitoring applications. Authors in [9] also 
have discussed some of these issues for personal health 
monitoring. We have found that most published works 
address the security issues for sensor networks 
applications. These include works such as [6, 11]. We 
have mentioned the works done by various authors 
related to particular issues in the subsequent sections of 
this paper. 

 
 
 

3. Security Issues 
 

Security is an inseparable part of any system. 
Different people have defined security in different 
ways. Wikipedia [19] states that security is the 
condition of being protected against danger or loss. In 
a general sense, security is a concept similar to the 
safety of the system as a whole. The US Department 
of Commerce site [23] defines security as a condition 
that results from the establishment and maintenance of 
protective measures that ensure a state of inviolability 
from hostile acts or influences.  
However what way we may think or define 

security, it is common fact that security is always of 
great importance. Due to the wireless nature of 
communications in sensor networks applications in 
healthcare, various security threats may occur. These 
threats and attacks could pose serious problems to the 
social life of an individual who is using the wireless 
sensor devices. In some cases such as tracking the 
location of the subject if compromised may lead to 
grave consequences. Security issues in healthcare 
applications of sensor networks have always been a 
part of active research. Security issues in general 
wireless sensor networks are a major area of research 
in recent times. Some works include [16, 17]. 
Similarly, many people such as [5, 8, 11] have 
specifically addressed security issues with respect to 
healthcare applications. We attempt to highlight and 
discuss some threats and attacks in the following 
section along with some counter measures. 

 

3.1. Threats and Attacks 
 

There is always chance of a security breach in 
healthcare applications of sensor networks. The threats 
and attacks [11] can be broadly classified in to two 
major categories – passive and active.  Passive attacks 
can occur while routing the data packets. The attackers 
may change the destination of packets or make routing 
inconsistent. Here, the attackers can also steal the 
health data by eavesdropping to the wireless 
communication media. The active threats are more 
harmful then their passive counter parts. Criminal 
minded people may find the location of the user by 
eavesdropping. This may lead to life threatening 
situations. The normal trend of sensor device design is 
that they have little external security features and 
hence are prone to physical tampering. This increases 
the vulnerability of the devices and poses tougher 
security challenges. Similarly vital data transmission 
from WBAN networks through GPRS or similar 
networks can be stolen by eavesdropping.  
The authors in [5] have mentioned few types of 

attacks in health monitoring in more detail manner viz. 
eavesdropping on medical data, modification of 
medical data, forging of alarms on medical data, 
denial of service, location tracking of users, activity 
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tracking of users, physical tampering with devices and 
jamming attacks. 
Furthermore the attackers and hence, the threats may 

be both internal and external. External attackers are not 
part of the system hence they are hard to deter. The 
primary purpose of attacks is to steal valuable personal 
data. Since wireless media is always more vulnerable 
than wired media, attackers find it easier. Once they are 
aware of the value of the personal health data, they may 
try to steal it by using both internal and external 
attacks. 

 

3.2. Countering the Attacks and Measures 
 

Any design of healthcare applications for sensor 
networks, security issues must be resolved first hand or 
else they may give rise to serious social problems as 
discussed earlier. To counter the major threats two 
broad level security measures can be applied– 
encryption and authentication mechanisms. Any 
communication of personal health information and data 
over the networks must be encrypted. Furthermore as 
mentioned by the authors in [5], preventing 
unauthorized modifications of data while at the same 
time ensuring that only legitimate devices can create 
and inject data to the network prevents many of the 
previously discussed attacks. Authentication 
mechanisms can be used to ensure the data is coming 
from the person/entity is claiming to be from [14]. 
In a WBAN scenario, where a person wears various 

devices, we can use a centralized control device for 
data transmission from in and out of the network. This 
device can also act as the gateway between the internal 
network and outside world communication. Security 
measures such as authentication, firewalls and other 
checks can be applied at the controller level to monitor 
the traffic as shown in Figure 4.  

 
Figure 4. Security measures at controller/gateway in wireless body 
area networks. 

 
Security in sensor networks applications in health 

care can not be compromised. Carefully constructed 
measures are necessary in this regard. We feel that 
security safeguard measures may be applied in three 
levels – Administrative, physical and technical. 
 

• Administrative level security: at this level, security 
measures should be to check the security breaches 
by the staff or people responsible for system 
operation. A well defined user hierarchy along with 

strong authentication measures may prevent 
security breaches. Hence these important security 
measures must include various types of access 
mechanisms so that only authorized users can 
access the data. Similarly, it may also be a case 
where data forwarding may be only to the place or 
people which are previously authorized. 

• Physical level security: at this level, measures may 
include controlling access to physical devices and 
data in the system for supposed stealing or 
tampering. As mentioned earlier, devices may be 
vulnerable from both people with malicious minds 
or from natural causes such as wear and tear. Hence, 
careful designing of devices to make them tamper 
proof is also necessary. But it is also understood 
that avoiding physical tampering of devices is hard 
to achieve. Another preventive measure can be that 
only authorised people should be allowed to 
physically handle the devices while in operation. 
Users must be strongly advised regarding these 
types of security measures. 

• Technical level security: technical level, security 
checks are necessary for wireless communications 
and propagation of information.  If the network is 
such that data is sent to central servers, server based 
security measures be used at the server side and 
client based security at the user side. This may 
again increase load on sensors at the user side and 
thereby increase the overall cost. So we also must 
take care of this aspect. It is also likely that more 
powerful motes will need to be designed in order to 
support the increasing requirements for 
computation and communication [16]. Securing the 
routing of data can also be applied as a security 
measure. Wireless networks are very much 
susceptible to intrusion. Intrusion detection and 
prevention techniques are hence a must in these 
networks. Due to the sensitive nature of healthcare 
applications, extra measures such as encryption of 
data, and constant monitoring of the network is 
necessary. While monitoring may not be a cost 
effective measure, encryption and creation of 
secure user groups can be effective as well as cost 
saving. Routing is another area where technical 
level security is required. If the data is sent to some 
remote host (e.g., doctors or some other hospital 
computers), routing is necessary. Attackers may 
cause routing inconsistencies resulting in wrong 
destinations and receiving of wrong data. Hence 
proper routing protocol and management is 
necessary to prevent such attacks. 

At the end, it must be noted that end to end security is 
a must to make the wireless sensor networks in 
healthcare applications usable and acceptable by the 
common people. Threats such as tampering with data, 
Denial of Service (DoS), physical tampering, 

Internet/other 
connecting 
networks 

Controller equipped 
with security measures 

Firewalls, other 

Security checks 

Sensor 

device 
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eavesdropping and others need far more special 
attention than any other common networks.  

 

4. Privacy Issues 
 

Privacy has been always a concern in wireless sensor 
networks with regard to healthcare applications. 
Sending data out from a patient through wireless media 
can pose serious threats to the privacy of an individual. 
Concerns regarding privacy have been raised by some 
authors such as [3]. They have emphasized that if the 
issues associated with privacy are not honestly debated 
in a reasoned and open ways there is a risk that there 
will be a public backlash which will result in mistrust 
and consequently the technology will not be used for 
the many valuable applications where it can provide 
significant benefits. Whether the data are obtained with 
the consent of the person or without it due to the need 
by the system (for example emergency data from a 
patient), misuse or privacy concerns may restrict people 
from taking advantage of the full benefits from the 
system. 
Authors in [8] have also raised a few questions 

regarding guarding the privacy of an individual. For 
example, where should the health data be stored, who 
can view a patient’s medical record, and to whom 
should this information be disclosed to without the 
patient’s consent. These are among several important 
issues that should be resolved in order to protect 
privacy as well as to some extent the security of the 
information.  
Applying regulations regarding privacy is a must. In 

normal circumstances there are only few kinds of users 
of the data, the physicians, nurses and some other 
clinical staff thereby limiting the number of users in the 
system. Well defined and firm guidelines regarding use 
of data by these users may limit the concerns in privacy. 
But it should also be noted that in some cases such as 
emergency, disasters or remote patient monitoring may 
necessitate disclosure of information to other people in 
order to serve the patient in need. So the system must 
be flexible enough and users should be made to accept 
or compromise to some extent. Still procedures must be 
placed to make the users of the private healthcare data 
accountable for their actions or else these people may 
not care about the privacy concerns of an individual 
which may lead to bad implications on the social life of 
the person concerned. Authors in [24] have argued that 
without appropriate privacy safeguards the information 
may go into the public domain straight away, which is 
potentially undesirable for a number of reasons. People 
may not want some personal data be available in public 
domain. For example, early stage pregnancy, the details 
of certain medical conditions, may be made freely 
available to close family members and friends, but may 
not be appropriate for the general public. It is also 
important that these data should not fall into the hands 
of people with malicious intent and hence managing 

these types of data is very important in order to 
maintain the privacy of the person. 
Besides those mentioned above, some other 

measures may include: 

• All communications over wireless networks and 
Internet are required to be encrypted to protect the 
user's privacy. Some countries have added this type 
of clause in their existing legal acts or enacted new 
laws. For example, the US Federal law HIPAA 
1996 has this provision in it [22].  

• It is also necessary that, specific users should not be 
identified unless there is a need.  

• Another important measure is to create awareness 
in general public. It can be extremely beneficial if 
people are educated regarding security and privacy 
issues and their implications. It has been observed 
by authors in [3] that common people do not 
understand the technology and therefore may not be 
in a position to make balanced judgments 
concerning the extent to which it may have a 
negative impact on their own standards of privacy. 
Therefore educating the common people will 
greatly help in this regard. 

The role of wireless infrastructure in healthcare 
applications is expected to become more prominent 
with an increasingly mobile society and with the 
deployment of mobile and wireless networks [13]. 
Hence it is always a better idea to be ready for such 
situations before the time comes for it. Educating 
people about the future ahead can make them more 
relaxed as well. 

 

5. Legal Issues 
 

As the data in wireless sensor networks for healthcare 
systems will be sent to different people at different 
places, legal issues must arise. The most natural 
question is ‘who will have the responsibilities and 
liabilities for the data collected from a person’. Some 
other most obvious questions that may arise are, who 
will be responsible to enforce regulations and who can 
have access rights to use these data? In the case of 
misuse who will be accountable? The data generated 
from a person could be used for illegal purposes. This 
may lead to problems to the person whose data are 
being opened to other people. He/she may subject to 
blackmailing and other problems in life such as 
discrimination. A person who’s certain secrets about 
healthcare are known may face discrimination at work. 
As discussed earlier, one major question is about onus 
of the healthcare data generated from a person. Who 
will take the responsibility for it? Normally personal 
medical data are sent to the doctor directly or to the 
hospital database. It may be possible that due to 
negligence of the doctor or the person in charge of the 
database, it might fall into the wrong hands. In such a 
case can the doctor be prosecuted? The question of 
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‘who owns the data’ is particularly troublesome and 
unsettled. It has been the object of recurrent, highly 
publicized lawsuits and congressional inquiries [8]. 
The legal issues in the computing world fall under 

‘cyber crime’. Countries around the world such as the 
US, European Union, Japan, Korea, Australia and 
India, have enacted strict laws to deal with cyber 
crimes. It is now needed that these laws be extended to 
healthcare sensor networks applications too.  
As the loss of data to criminal-minded person may 

cause havoc to the user, we feel that insurance policies 
and reimbursements issues should be strictly defined 
under the current legal frame works. We also feel that 
responsibilities such as ownership of the data and legal 
liabilities should be explicitly defined. Legal regulation 
will be necessary to regulate access to person-
identifiable information. It is a high time that strict 
regulations and policies should be drafted and made in 
to laws. The access to all kinds of information 
generated through sensor networks applications in 
healthcare should be regulated. Tougher laws under 
clear legal frameworks are the need of the hour. It is 
also necessary to enact rules aimed at increasing the 
efficiency of the wireless sensor networks healthcare 
system by creating standards for the real use of health 
care information. Authors in [3] suggested that 
although external legislation may be more desirable, 
regulations developed by a group of users can be very 
effective, especially if there are penalties which can be 
imposed for noncompliance. In this scenario, 
authorities which are self-regulating, such as 
government departments or agencies are rather less 
attractive as a prospect. 
As mentioned many countries have laws related to 

cyber crime or similar kind of laws to address legal 
issues arise due to use of computing devices. But 
conflicting regulatory frameworks may hamper the 
course of justice. Authors in [8] have raised such 
concerns regarding US federal law HIPAA and laws in 
different sates. They have also suggested that there is a 
need to have cohesive policies to protect sensitive 
personal health information as it becomes available 
electronically in wireless or other media. As the 
attackers can be from anywhere in the world, we feel 
the need of some kind of global standards and laws be 
in place. Problems still exist in the lack of awareness of 
these laws in the general public. Hence it is essential 
that Governments and the law enforcement agencies 
should take actions to generate public awareness of 
such laws. Common people should be aware of these 
things. Mass media can play a great role in this 
direction. 

 

6. Other Related Issues 
 

In this section we discuss the issues that do not exactly 
fit into the above mentioned categories. These can be 
political, economical and psychological issues. 

These issues are related more or less with the mass 
implementation of wireless sensor network devices in 
healthcare. People may be hesitant to use these 
devices not only for the major issues discussed in 
earlier sections but also for the above mentioned 
factors. For example, the law enforcement agencies 
can be made to monitor individuals to get political 
leverage which can be exploited and use for malicious 
purposes. 
Another big issue is regarding implantable sensor 

devices inside human body. These devices can 
become an unwanted burden on the privacy of a 
person and thereby put psychological pressures on the 
mind of an individual. The cost of maintaining these 
devices may also put an extra financial burden on the 
person and on the Government. This can always lead 
to fear in the minds of common people. Unless 
properly addressed, it would be difficult to use sensor 
networks on a mass level. 

 

7. Conclusions 
 

The future has been predicted when wearable sensor 
devices would be an integrated part of daily life 
activities. In fact some people already have implanted 
sensor devices inside their bodies. This is already 
having tremendous effects on normal human life. The 
impact of these networks would be considerable and 
cover many aspects of daily life. The applications will 
not only lead to convenience but also lead to far 
reaching implications. Social issues related to these 
systems include privacy, security and legal. Also 
trade-offs between security, privacy and other issues 
with services have to be handled carefully. So it has 
become the utmost necessity to raise and address the 
issues related to the social life which would be caused 
by the advent of wireless sensor networks in 
healthcare. General public awareness is vital and a 
must for the success of these applications. In this 
paper we discussed these social issues and tried to 
answer to some possible impacts.  
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