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Abstract: Online social media networks have revolutionized the way information is shared across our societies and around
the world. Information is now delivered for free to a large audience within a short period of time. Anyone can publish news
and information and become a content creator over the internet. However, along with these benefits is the privacy issue that
raises a serious concern due to incidences of privacy breaches in Online Social Networks (OSNSs). Various projects have been
developed to protect users’ privacy in OSNSs. This paper discusses those projects and analysestheir pros and cons. Then it
proposes a new cloud-based model to shield up OSNs users against unauthorized disclosure of their private data. The model
supports both trusted (private) as well as untrusted (3™ party) clouds. An efficiency analysis is provided at the end to show that

the proposed model offers a lot of improvements over existing ones.
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1. Introduction

Online Social Networks (OSNs) have become part of
our personal and professional lives. The use of social
networking media is increasingly becoming more and
more popular. This can be seen from the rate at which
social networking sites are expandingtheir users’ base.
Organizations have now realized the benefits of
establishing a business platform that incorporates the
interest of their customers. OSN serves as a customer
service tool, as it offers an opportunity to find new
customers. It also allows companies to connect and
interact with their customers and promote new brands.
By utilizing OSNs effectively, companies can reach out
to discontented customers directly within their own
social media environment to find innovative ways of
improving the products or services they have to offer.
OSN has become a powerful tool for use in politics.
It has changed the way political campaigns are run.
People now use such venues to publicize their political
views and to garner support. It has also improved the
state of democracy by providing a platform through
which people can communicate about a common issue.
Candidates and Office holders can now communicate
more effectively with a larger audience interactively.
OSNs have changed the way relationships are
developed, information is shared, and how people
communicate with their families and friends. The new
way of communication and information sharing
attracted large users to OSNs. Moreover, users may
willingly reveal their personal information online.

A survey conducted by consumer national report
research centre in 2010 showed that about 40% of
OSN users disclose their private data online [12]. The
large amount of users’ private data maintained by the
social networks providers makes them attractive targets
for cyber-attacks [13]. This poses new risks related to
users’ privacy. For example, users’ personal
information could be gained by an attackerand then
used for malicious activities such as scams and identity
theft [9].

In general, users are entrusting their private data to
multiple social networks without having guarantees on
the way in which their data is being held or processed.
Twitter was a victim of a successful attack in which
information including users’ names, email addresses,
session tokens and encrypted/salted passwords were
compromised [4].

Users’ privacy in OSN can be susceptible to insider
attacks as well; for example, OSN employees can
know which profiles you have visited [7]. Some OSNs
may sell their users’ data to 3" party companies for
commercial purposes [16]. In addition, government
may have a direct access to users’ private information
through collaboration with OSN providers, as revealed
in 2013 [2].

Other potential breaches exist. As an example, a
court order could force OSN to reveal information.
Alternatively, an accidental release of private data due
to a programming error may occur. In mid-2013, a
security bug in Facebook causes the exposure of 6
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million users’ personal information to their contacts
[15].

OSN providers have implemented measures that
enhance users’ privacy, e.g., Facebook can now prevent
search engines from searching into users’ timelines.
This prevents users’ profiles from being looked up by
someone outside the social network [23]. However, the
threat of insider attacks remains as potent as ever. This
is due to the centralized architecture of the social
network that uses a central storage for users’ data.
Decentralized OSN looks likea good solution, but it
creates other challenges as discussed in the next
section.

Several projects such as [11, 16, 17] have been
developed to preserve OSN users’ privacy. These
projects protect users’ private data from OSN and other
unauthorized people mainly by encrypting the private
data and storing it on a 3 party server. This raises
several challenges such as the cost of
encryption/decryption  operations and friendship
revocation. Alternative approaches for decentralized
OSN have also been proposed in [1, 19]. These
approaches shift OSN from the conventional
centralized paradigm, which was based on Client-
Server communication model, into Peer-to-Peer system
paradigm (P2P). According to P2P principle, a user can
manage his/her own data and share it with friends
without a need to have central servers. Although the
idea is attractive, but still its inability to resolve the
challenge of maintaining continuous availability over
distributed peers diminishes it.  Furthermore,
centralized OSN have already established huge
subscriber base. For example, Facebook and Twitter
have subscriber bases of 1,871,000,000 and
317,000,000 respectively as of January 2017 [22].
Thus convincing people to leave such widely accepted
platforms is a huge challenge on its own.

This paper proposes a new communication model
for OSN built to explore the benefits of cloud
computing paradigm where computing resources are
provided as services using internet technologies to
multiple users [14, 25]. In this model, users’ private
data is stored in a cloud storage accessible over the
internet.

The proposed paradigm mitigates the discussed
privacy issues in current OSNs in a different and more
efficient way than what has been done in [11, 16, 17].
It categorizes users’ data into public and private. The
public data is published normally over OSN, while the
private data is stored securely in a cloud storage to be
protected against unauthorized access. A link to the
private data will be published over the regular OSN
with a security challenge to ensure that only authorized
users can access the data. When compared to the model
described in [19], the proposed model has not
abandoned the widely accepted centralized OSN,
rather it gets integrated with it.

Furthermore, the architecture is designed to support
two different scenarios. The first one is named as
“trusted cloud storage scenario” where the cloud
storage can be as simple as a mobile device SD card, a
hard disk partition on a PC or a lun allocated on an
organization’s private cloud. The second one deals
with the untrusted cloud storage scenario, which can be
any 3 party storage service provider such as Dropbox,
Google Drive, etc.,, Therefore, data encryption is
required to guard the data from the curiosity of the
cloud service provider [18, 21]. Identity Based
Broadcast Encryption (IBBE) technique is adopted in
this paper for the first time to achieve scalable access
control of OSN wusers’ private data stored in public
clouds.

The paper is organized as follows: section 2
discusses the related work and analyses their pros and
cons. Section 3 briefly reviews the IBBE schema. The
proposed Cloud-based Online Social Network is
illustrated in section 4 in two different scenarios
(trusted and untrusted cloud service providers). Section
5 discusses the implementation aspects of the proposed
model. Finally, the efficiency analysis with comparison
to other projects is presented in section 6.

2. Related Works
2.1. FlyByNight

FlyByNight is implemented as a Facebook application.
It acts as a broker between application providers and
end users [16]. Private information transmitted through
Facebook are encrypted and decrypted in the client-
side. OSN is only used to maintain friend relationship.

To use the application, users generates
public/private key pair. The private key is encrypted
with password and stored in the keys database in the
FlyByNight server. The architecture (depicted in Fi
gure 1) uses public key cryptography for one-to-one
communication while proxy cryptography handles one-
to-many communication in order to reduce the client-
side computation and storage requirements. In one-to-
one communication, a private message is encrypted
with the recipient public key then tagged with his/her
ID number. Facebook passes the encrypted message to
be stored in FlyByNight server.

While in one-to-many communication, a proxy
encryption technique is used. This technique enables a
3 party (proxy) to transform a cipher text generated
under one key into a cipher text that can be decrypted
by another key without knowing either the content of
the message or any of the keys.

To wuse the proxy encryption for group
communications in FlyByNight, the user has to create
a group associated with a key pair. To add a friend to
the group, user creates a new key pair and a proxy key
for this friend. The proxy key is stored in FlyByNight
while the key pair is sent securely to the new friend
encrypted using his/her public key.
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Figure 1. FlyByNight architecture [16].

If the user wants to publish a message to a group of
friends, he/she has to encrypt the message using the
group public key and stores the encrypted message in
FlyByNight server. If a friend in the group wants to
read this message, he/she asks FlyByNight to
transform it to a new message encrypted using his/her
own public key with the help of his/her proxy key
stored at FIlyByNight server. He/she then uses his/her
private key to finally decrypt the message. Below is a
description of El-Gamal [8] based proxy encryption
technique used in FlyByNight.

Given an El-Gamal cryptosystem with global
elements (q) and (g) where (qg) is a prime number and
(g) is its primitive root. User A generates private/public
group key pair (x, g*). To add user B to the group, user
A generates another private/public key pair (b, g°) for
user B. To send a message (m) to the group, user A
ecrypts it under the group public key (g*) producing the
cypher text (C4, C») as shown in Equation (1):

c, =g",C, =m-(@™)* :kisa random number @

This message can be decrypted by the group private
key (x) as shown in Equation (2):

C; _m-g* )

However, a proxy key that enables a message encryped
under the group’s public key to be decrypted by B’s
private key is generated using Equation (3):

ko =x-b. (3)
The proxy key (kp) is used to transform any message

(C4, Cy) encrypted by (g*) into another message (Cs,
C.) that can be decrypted by (b) using Equation (4):

C, m~ng kb
C3™Ci1'Cs ™ = k(X7b)=m-g (4)
Clkp g

FlyByNight has the following drawbacks:

e Revoking a friendship from a group requires re-
computation of new key parameters that results in
communication overhead.

e Users can connect only with one group at a time.

e It increases the burden over FlyByNight server to
transform the encrypted message to another form
using proxy key.

e Images are not protected.

2.2. Facecloak

FaceCloak is implemented as a web browser extension.
It protects the user’s published data from unauthorized
users as well as from OSN providers [17]. When a user
first interacts with the application, FaceCloak
generates three keys: a master key, a personal index
key and an access key. The master and personal index
keys are shared between the user and his/her friends,
while the access key is kept locally.

The personal index key is used to encrypt the user’s
profile information. The access and master keys are
used whenever users want to post messages. To
place/modify a post, a user first has to provide his/her
access key. The function of the access key is to prevent
attacker, who may already be aware of the master key
(because it is shared), from replacing the published
posts. FaceCloak then directs the user to encrypt the
post information using a symmetric key derived from
his/her master key. The user also generates a Message
Authentication Code (MAC) for each encrypted
message to preserve message integrity. The encrypted
message is transmitted over a TLS connection to a
FaceCloak server. At the same time, FaceCloak
generates fake information and send it to OSN site.
The FaceCloak server also stores each encrypted
message together with the fake information to serve as
its index.

When an authorized friend wants to view the
information posted, he/she queries the 3" party server
for the original information using the published fake
message as its index. He/she then decrypts the original
information obtained from the 3" party server over a
TLS connection and then replaces the fake information
retrieved from the social networking site with it
(Figure 2).

FaceCloak has the following drawbacks:

¢ |Initialization steps have to be repeated whenever a
user creates/revokes a friendship.

o All friends have the same level of data access. There
is no proper fine-grained access control.

o Fake messages can cause extra load on the database
system.
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Figure 2. FaceCloak architecture [17].
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2.3. NOYB

NOYB is a mechanism that uses encryption and
transformation to preserve the privacy of users’ private
information [11]. User’s private information is
represented by a set of attributes, like name, gender,
age etc. NOYB partitions these attributes into multiple
atoms. For example, name and gender can be a single
atom while age can be another one. A set of atoms
represents a single class. A single dictionary stores all
users’ atoms that belong to the same class.

Each atom in the dictionary is associated with an
index and each user knows his/her atoms’ indexes.
Indexes in the dictionary are then encrypted using a
shared key. The resulting encrypted index looks like a
real index of another user. This process helps to
transform atoms between different users that yields to a
fake and realistic data. Only users who know the
shared key can reverse the substitution. To make the
job harder on the attacker, NOYB adds to the
dictionary an extra fake data for non-existing users.
[11] proposed an illustration example, assume Alice’s
name, sex and age (Alice, F, 25) is partitioned into two
atoms: (Alice, F) and (25). The first atom is substituted
with (Bob, M) say, and the second with (28) say, from
Bob and Charlie respectively based on the encrypted
indices. Alice’s friends can reverse the encryption to
recover Alice’s information, as they own the shared
key. While Alice’s atoms may similarly show up in
other users’ profiles so that an adversary cannot piece
together her atoms.

The limitations of NOYB include:

e Users have no access control on their shared data.

e Each time a friendship is revoked, a new key has to
be negotiated, which results in extra complexity.

o There is no well-defined key management.

e It only preserves privacy of users’ profile not data.

2.4. My3

My3 is a P2P based OSN [19]. In My3, users manage
their data and share it with friends without the use of a
3 party. The system uses resources contributed by
each user to store a Distributed Hash Table (DHT),
which saves information that, enable users to track
each other and exchange data. To increase the system
availability, a user entrusts some of his/her friends
called Trusted Proxy Set (TPS) to host and enforces
access control over his/her data. TPS members for a
given user are chosen based on geographical locations
and online time. Thus user’s other friends can access
his/her data through the TPS members as long as their
online time overlaps.
Some of the drawbacks of this approach include:

e Too much trust on the TPS members.
e The challenge to maintain continuous availability
via distributed peers as users can only exchange

data if and only if their online times overlap.

3. Identity Based Broadcast Encryption

Broadcast encryption schemas [5, 6, 10, 20] are
cryptosystems that deliver encrypted messages over
a broadcast channel so that only dynamically chosen
subset of users can decrypt the message. The set of
qualified users can be dynamically specified in each
broadcast message. Users do not need to update their
private keys for each broadcast. It is fully collusion
resistant in that even if all users outside the
dynamically chosen set collude, they cannot decrypt
the message.

Broadcast encryption has many applications
including DVD content protection and satellite TV
subscription services [5]. However, it has never been
employed before to mitigate the privacy issues of
OSNs. Several broadcast encryption schemas based on
bilinear pairings have been proposed [5, 6, 10, 20]. The
one presented in [20] is adopted in this work as its
number of users need not to be predeterminedat setup.

Hereby, a brief review about the IBBE schema is
proposed. It is composed of four algorithms: Setup,
Key-Extract, Encrypt and Decrypt. The intention of
this section is not to discuss the mathematical
foundations of IBBE but to briefly demonstrate the
IBBE process so to be deployed into a cloud paradigm
to effectively mitigate the privacy issues in OSN.

3.1. Setup (k, n)

It is executed by the manager, a person who wants to
broadcast a message. It takes a security parameter (k)
and the maximum number of receivers for a single
broadcast (n). It generates the Master Key (MK),
preserved by the manager, and the shared Public Key
(PK).

3.2. Key-Extract (MK, IDj)

It is run by the manager once for every receiver. It
takes the MK and the identity string of a receiver (ID;)
as an input. It produces a unique private key for that
receiver (Pr;) as an output. Pr; is sent securely to the
corresponding receiver.

3.3. Encrypt (PK, S, M)

Given the public key (PK), the set of receivers’
identities (S), and the broadcast message (M). The
algorithm outputs a symmetric key (Kigse) and a
header (Hdr). The symmetric key is used to encrypt the
broadcast message generating the ciphertext (C), while
Hdr is later used to help a receiver in deriving the
symmetric key if and only if his/her identity is listed in

(S).
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3.4. Decrypt (PK, Pri, S, Hdr, C)

This algorithm is run by a receiver. It takes as an input
the PK, the user’s private key (Pr;), the set of receivers’
identities (S), the Hdr and the message ciphertext (C).
The algorithm can extract the symmetric key (Kigge) if
the receiver’s identity was included in the identities’
set (S) used in the previous stage to generate Kgge,
otherwise it generates an incorrect key value.

The next section shows how a Cloud-based Online
Social Network architecture can be used to mitigate the
user’s privacy issues in OSNs. IBBE is deployed in the
second scenario of the proposed model where the cloud
storage is considered untrusted. The efficiency analysis
presented in Section 6 shows that IBBE is a very
effective method to be adopted for such scenarios.

4. Cloud-based Online Social Network

This section proposes the Cloud-based Online Social
Network (COSN) in two different scenarios; trusted
and untrusted cloud storage. The abstract concept of
the first scenario was presented in [3]. The architecture
protects users’ privacy without abandoning the widely
accepted centralized OSN platforms, which is kept to
serve as a friends’ management portal, where
friendships/groups are created and managed.
COSN s designed to achieve the following goals:

e Confidentiality: Protecting users’ private data from
unauthorized access even from OSN providers.

e Access Control: Allowing users to define a flexible
access control over their data.

e Low Friendship Revocation Cost: Allowing users to
easily revoke a friendship without the need for
renegotiating new security parameters.

e Economic Use of the Internet Space: Enabling users
to share their data with their friends across various
OSNs while storing their data in a single cloud
storage rather than replicating it over various OSN
servers. This can save the internet space.

4.1. Trusted Cloud Storage Scenario

In this scenario, the cloud storage is either provided by
a trusted 3 party or it can be a personal storage
accessible over the internet. It embraces the following
three services:

4.1.1. Initialization Service (Executed Once)

This service allows the user to create a public/private
key pair. The private key is stored locally; the public
key is shared with user’s friends.

4.1.2. Data Upload Service

The user uploads new data to the cloud storage through
the Data Management Portal (DMP) (Figure 3). DMP
calls the OSN-Cloud Interface to fetch the user’s list of
OSN friends/groups. The user selects towhom he/she

wants to grant the data access right. This creates an
access-list stored at the DMP. A copy of this list is sent
to OSN through the OSN-Cloud Interface along with a
link to access the published data shared with the same
list of members. Knowing only this link will not be
sufficient to access the data.

4.1.3. Data Access Service

When a client, a COSN user’s friend, wants to access
the uploaded data, he/she clicks on the published link.
The link is prepared to trigger the client-side API to
generate an Authenticator message that certifies the
client as a legitimate friend. The client-side API
communicates with the OSN-Cloud Interface to
present the Authenticator as shown in Equation (5).

Client —2uthentic®or o 5SN — Cloud Interface (5)

Authenticator = E(Prciient, [IDeient || N1])

e Praien: The client’s private key used for digital
signature.

e Ni: A random number used to prevent replay
attacks.

ONLINE
SOCIAL OsSN

NETVORK Citin TRUSTED/PERSONAL

CLOUD STORAGE

DATA MGT.
PORTAL

30V4 ¥3INI

CLIENT-SIDE API

P _

COSN User

Client (Friend)

Figure 3. A high-level architecture for trusted cloud scenario.

The  OSN-Cloud Interface  decrypts the
Authenticator message using the client’s public key
fetched from the keys database stored and managed by
the DMP. Then it compares the client’s ID against the
data access-list stored at the DMP. If there is a match,
the OSN-Cloud Interface generates a SessionNotifier
message depicted in Equation (6). It encrypts a session
key, the COSN user’s ID, and a function of the
received nonce with the client’s public key. The output
is further encrypted with the user’s private key to
assure to the client that he/she is communicating with
the right entity. With the help of the negotiated session
key, a secure channel will be established to transfer the
data securely from the cloud storage to the client.

OSN — Cloud Interface —S1onNotfier o ~ient — (6)

SessionNotifier=E(Pruser, E(PUciient, (Ks, IDuser, F(N1))))

o Pryser: The COSN user’s private key used for digital
signature.

e Pugien: The client’s public key, so that only the
client can decrypt this message.

o Ks: The session key generated to establish a secure
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channel for data transfer.

® IDyser: The COSN user’s ID.

e F(N1): A function of the received nonce which
indicates that this message is a reply to the received
Authenticator message to mitigate replay attacks.

If an illegitimate friend gets the published link, he/she
will not be able to generate the Authenticator message
of a legitimate friend so he/she will not be able to
access the data. Furthermore, if he/she was able to
capture an Authenticator message of a legitimate
friend, he/she will not be able to decrypt the
SessionNotifier message to get the session key through
which data is transferred securely. Moreover, an
intruder will not be able to spoof the COSN user’s
identity to deceive the client with fake data, as he/she
cannot digitally sign the SessionNotifier message on
behalf of the COSN user.

4.2. Untrusted Cloud Storage Scenario

In this scenario, user’s private data has to be further
protected from the curiosity of the cloud service
provider. To achieve this additional requirement, data
has to be stored encrypted in the cloud. This raises a
set of challenges:

o Proper key management and distribution mechanism
is needed.

e Encryption and decryption
uploading and accessing the data.

e Friendship revocation overhead while decrypting
and re-encrypting the published data using different
security parameters.

overhead while

Many proposals have been made to address all of these
challenges. However, all of the proposed models suffer
from certain limitations as discussed earlier in section
2. This section introduces a cloud-based technique that
adopts an IBBE schema to come up with a model
capable of addressing all of the pre-mentioned
challenges efficiently. The architecture, depicted in
Figure 4, is equipped with the following services:

Cloud Interface
API

DMP

OSN Interface

Cloud Interface
API

Browser

(!
Client (Friend)

Figure 4. A high-level architecture for untrusted cloud scenario.

4.2.1. Setup and Key Distribution Service

Being the manager of the IBBE schema, the COSN
user executes the IBBE’sSetup and Key-Extract
algorithms (refer to section 3). The Setup algorithm

initializes the schema’ssecurity parameters such as the
bilinear groups, generators, and cryptographic hash
functions. Then it outputs the master and public keys.
While the Key-Extract algorithm enables the COSN
user to create a unique private key for each friend of
him/her using their OSN identities (obtained through
the DMP-OSN Interface) and the master key. The
private keys are then sent to the friends in an out-of-
band mechanism such as email, SMS, etc. This service
is executed for one time only.

4.2.2. Data Upload Service

This service is executed whenever the COSN user
wants to publish data. The user selects the identities of
whom he/she wants to grant access to the data, in other
words, he/she creates an access-list (S). Then he/she
executes the IBBE’sEncrypt algorithm to generate a
Header (Hdr) and a symmetric key (Kigse) used to
encrypt the data.

The access-list (S) and the header (Hdr) are labelled
as a broadcast-header. The encrypted data together
along with the public key and the broadcast-header are
published on a 3" party cloud storage through the
DMP-Cloud Interface.

Finally, DMP publishes a link to the encrypted data
on the user’s OSN personal page through the DMP-
OSN Interface. The link post is published along with a
data preview (title, type and size of the data) and with
the same rights of the access-list (S).

4.2.3. Data Access Service

This service is executed whenever a client (a friend)
wants to access the published data. He/she clicks on
the published link. This triggers the client-side API to
establish a connection with the cloud storage whose
address is obtained from the link. The client gets the
encrypted data together with the public key and the
broadcast-header (S and Hdr) from the cloud.

Then the client-side API runs the Decrypt algorithm
of the IBBE schema and generates Kigge out of the
public key, the broadcast-header, and the client’s
private key. It then uses the key to decrypt the data.

4.2.4. Friendship Revocation Service

COSNhas a very flexible friendship revocation
mechanism. Unlike other projects, discussed earlier in
Section 2, COSNdoes not require to rerun the “Setup
and Key Distribution” service for every friendship
revocation.

The set of authorized friends are dynamically
specified in IBBE for each shared data by just
including their identities in the access-list (S).
Therefore, a friendship can be revokedby simply
removing the corresponding friend’s identity from the
access-list (S) associated with the newly shared data
while maintaining all other security parameters that
have been negotiated by the “Setup and Key
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Distribution” service unchanged. According to IBBE, a
revoked friend who is aware of the previously
exchanged security parameters will never be able to
decrypt a new IBBE message as far as his/her identity
is excluded from the corresponding access-list (S).

The proposed model has the following drawbacks:

¢ |t cannot prevent a revoked friend from accessing
old data previously published with an access-list
that includes his/her identity.

¢ |t cannot allow a new friend to access old data as it
has been published without his/her identity.

However, these drawbacks can be considered as
intended features in many scenarios. When we revoke
a friend, we usually do not bother about his/her
accessibility to previously published data as he/she had
already accessed them before while being a friend.
Moreover, we are not always aware of all previously
published data so we may not like the new friends to
access all previously published data.

Nevertheless, a new friend can access previously
published data if it had been published with an access-
list containing the group identity to whichthe new
friend belongs rather than containing the individual
users’ identities.

5. COSN Implementation Aspects

This section covers the implementation aspects of the
proposed model. It gives a high-level design overview
and describes various components involved.

5.1. Trusted Cloud Storage Scenario

Figure 5 depicts a high-level system setup of this
scenario built upon an Android platform as a case
study. It shows various system components involved
and highlights the interactions between them.
Typically, “DMP F.E.” and “DMP B.E.” perform the
“DMP” and “OSN-Cloud Interface” roles discussed
earlier in Section 4 respectively.

5.1.1. Cloud Storage

It is a personal trusted storage represented by a 32GB
SD card of the user’s personal mobile device and made
accessible over the internet (via Wi-Fi or mobile data
networks) through DMP F.E. web portal (discussed
later in this section).

2. Post a DMP F. E. link of the published data

1. Fetch list of OSN friends/groups

COSN User

Figure 5. An Android based trusted cloud setup.

5.1.2. Data Management Portal Back End: (DMP
B.E.)

It is an Android APK that enables COSN users to
publish their data on the cloud storage. Whenever a
user is willing to post some data, DMP B.E. interacts
with the user’s OSN account to fetch his/her list of
OSN friends/groups. The user selects to whom he/she
wants to grant the data access. This creates an access-
list stored along with the published data in the cloud
storage. Then DMP B.E. publishes a link (accessible
through DMP F.E. web portal) to the uploaded data as
a post on the user’s OSN personal page andshares it
with every member in the access-list.

5.1.3. Data Management Portal Front-End (DMP
F.E)

It is a web application hosted at KWS Android Web
Server. It is responsible for handling clients’ requests
to access user’s published data and enforces the access
control policy on the shared data following the same
protocol illustrated earlier in section 4.

5.1.4. DDNS Client

It is a Dynamic DNS web agent. By default, KWS web
server is shipped with a DDNS agent so it is not
required to install a separate one. The DDNS client is
responsible for updating the correspondingDDNS
server with the IP address of the mobile device.

Each COSN user has to get a personal public
domain name linked to his’/her DMP F.E.IP address.
Mobile devices are used to obtain different IP
addresseswhile moving across various Wi-Fi or mobile
datanetworks. Hence, the DDNS agent is needed to
dynamically update the corresponding DDNS server
with the newly obtained IP [24].

5.1.5. KWS Android Web Server

It is a mobile web server that can be used to host
websites on Android devices and to serve files over
http/https. Currently, KWS can handle up to 999
concurrent connections if the device’s hardware can
support it [26]. This number is good enough to handle
the concurrent friends’ access of a person with
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small/medium popularity. As the device’s hardware is
becoming more efficient, this number will be increased
to be able to serve concurrent friends’ requests of a
popular person. Moreover, if we consider that DMP
F.E. is meant justto handleprivate data access stored at
the personal cloud storage while the public data is
published normally on OSN, then this schema can be
good enough even to host the personal pages of
popular persons.

5.2. Untrusted Cloud Storage Scenario

Figure 4 illustrates the second setup of COSN where
the cloud storage is provided by a 3™ party cloud
service provider. Unlike the first setup, components
such as KWS web server and DDNS agent are not
needed since the cloud storage is hosted by a 3™ party
cloud service provider that takes the responsibility to
store the published data and serve clients requests.

Likewise, DMP in the second setup is a single
component, unlike the first setup where DMP consists
of a front-end web application (to serve the clients) and
a back end application (to upload the data). DMP
interacts directly with OSN and the cloud storage
through its “OSN Interface API” and “Cloud Interface
APT” respectively. The “OSN Interface” communicates
with OSN to fetch the list of friends/groups and lets the
user define data access control. Then it sends a link of
the published data to OSN after the data is uploaded
into the cloud storage through the “Cloud Interface”.
The “Cloud Interface” itself provides services to
execute the Setup, Key-Extract, and Encrypt
algorithms of the IBBE schema to encrypt the data
then publish it onto the cloud storage.

The client browses the user’s OSN personal page. If
he/she clicks on a published data link, this triggers the
client-side “Cloud Interface API” to fetch the shared
data from the cloud and execute the IBBE
Decryptalgorithm to decrypt the data.

6. Efficiency Analysis of COSN

COSN offers many advantages when compared with
earlier models such as FlyByNight, FaceCloak,
NOYB, and My3 based on the following perspectives:

6.1. Scalability

FlyByNight and FaceCloak projects employed 3" party
servers to store users’ private data. For these models to
be scalable, FlyByNight and FaceCloak projects need
to establish large data centres as big as the Facebook’s
ones in order to store the users’ published data.
However, the first scenario of COSN offers a much
more feasible solution, since each user has his/her own
cloud storage in which he/she stores his/her data
without the need to recourse to a 3" party server.
Moreover, the second scenario of COSN offers each
user the ability to host his/her data in different 3 party

cloud storage service providers such as Dropbox,
Google Drive, etc. This solution is absolutely more
available than constructing large data centres for
FlyByNight or FaceCloak.

6.2. Centralized Data Management

COSN enables users to store and manage their data in
one place, which is the cloud storage. This feature,
which none of the previous projects (FlyByNight,
FaceCloak, NOYB or My3) provides, enables
simultaneous integration with multiple OSNs. Users
can share their data with their friends on various OSNs
while having the data stored in one place instead of
replicating the same data over various OSN networks.

6.3. Efficient Friendship Revocation
Mechanism

Most of the earlier projects lack efficient friendship
revocation mechanism as discussed in section 2.
Creating/revoking a  friendship  requires  key
regeneration and redistribution. This is a costly
process.

Table 1. Comparison between COSN and the reviewed approaches.

Required Access Trust on Friendship
Enc(r‘ tion Control 3dpart Revocation| Scalability | Availability
yP Support Y Cost
. . . Not . .
FlyByNight| Asymmetric |Available Required High Available
. . Not . .
FaceCloak| Symmetric |Partially Required High - Available
NOYB Symmetric | Partially | Partially High Auvailable
My3 Symmetric | Partially | Partially High Scalable Partially
COSN " | Not Required |Available| No_t Low Scalable | Available
Scenario 1 Required
COSN - Symmetric |Available Not Low Scalable | Awvailable
Scenario 2 Required

COSN offers much more efficient friendship
creation/revocation mechanism. Friends are simply
added by adding their identities to the dynamically
created access-list. Moreover, users need not to
distribute an encryption key for every published data.
This key can be generated instantly by the friends
themselves (using thelBBE schema) as long as their
identities are included in the access-list. In addition,
friendship revocation is simply accomplished by
excluding a friend’s identity from future created
access-list without the need for regenerating and
redistributing keys.

Table 1 compares the existing OSN privacy projects
discussed earlier in section 2 with the proposed COSN
scenarios based on various performance parameters.

7. Conclusions

OSNs have touched our lives in many positive ways.
People now acquire more information, more
knowledge and have better opportunity to interact
using OSNs. However, the privacy issue is raising a
serious concern. All user’s published data on OSN has
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to be protected against unauthorized friends’ access
and even against OSN providers. Many research works
have been done to encounter the OSN privacy issues.

This paper presents a novel cloud-based model for
mitigating privacy issues in OSN. In the proposed
model, users’ private data is protected from
unauthorized friends’ access as well as from the
curiosity of the service provider. It offers two
paradigms, the first one stores the data in a trusted
cloud storage, while the second one adopts an IBBE
schema to securely store the data on a 3™ party
untrusted cloud storage.

The paper shows that the proposed model is more
efficient when it comes to scalability, integration with
multiple OSNs, dynamic access-list membership
support, and efficient friendship  revocation
mechanism. We believe that our work sorts out many
OSN privacy issues and also offers many other
desirable features.
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