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Abstract: At present, the isolated and single data source cannot meet the needs of system security. Based on the research of
the trusted computing theory, this paper creatively put forward a method to construct a trusted virtual network based on data
source dependency. Firstly, the credibility of data source is calculated by the NEWACCU algorithm, and then, the trusted
virtual network which is composed of the entity of data source is built dynamically by calculating the credibility between data
sources, which will provide technical support for future credibility assessment and further research on information security.
Taking the data of e-commerce platform as an example, the experimental results verify the effectiveness of the method.
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1. Introduction

With the growing scale of the Internet, there are more
and more data sources in the network [7, 9]. Whether it
is a web site, personal space, blog, or networking
hardware and equipment, etc., at present, they are only
used as an isolated, single entity to generate data from
time to time, but in fact, there is a very close
relationship between them. If we can establish a virtual
network of all the data sources through a certain
relationship, then we can provide a new idea for further
research on credibility evaluation and information
security [2, 4, 16, 17].

At present, there are many research methods and
some results for the trusted measurement and
evaluation of data. The methods of credibility analysis
are mainly divided into two categories, one is
subjective trust analysis based on belief, which is a
cognitive phenomenon which is the subjective
judgment of the specific characteristics or behavior of
the object of trust, and this kind of judgment, which
has ambiguity, uncertainty and can't be accurately
described, verified and speculated, is relatively
independent of the subject's characteristics and
behavior [3]. Documents [3, 6, 10, 11, 12] have
proposed different subjective methods based on
Probability, Fuzzy Set Theory, Cloud Theory and so
on. The other is the objective trust analysis based on
the evidence theory, which can be accurately
described, verified and speculated. The trust
relationship between the two is strictly defined by
appropriate evidence. D-S evidence theory is used to
calculate the credibility by documents [8, 15].

At present, the research of trusted network is
focused on the traditional network. The research of the
theory and technology of trusted network is mainly on

the user level, emphasizing the protection of the
security and survivability of the service; On the basis
of the original network security theory and technology,
the security thought of increasing the behavior is
credible; At the design level, the emphasis is on
ensuring the controllability of the network [1].
Compared with the research of the trusted network, the
research on the dependence relation between the data
sources is lack, and the research of the trusted network
which is constructed by the data sources is seldom.
Therefore, it has stronger practical significance to
establish between the data source and the trusted
network research and application. In this paper, we
propose a new method of Constructing Hierarchical
trusted network dynamically based on the relationship
between data sources. This method considers the
influence of time attenuation coefficient and the
penalty factor on the credibility calculation. A
hierarchical virtual network is established by
computing the credibility of the data source and the
credibility between data sources, which is different
from the traditional network, each of the hardware and
software of the data can be used as a node in the
network [5, 13, 14].

2. A Description of the Trusted Network

In order to facilitate the understanding, this paper gives
the definition of the method presented, to explain the
basic problems of the trusted network analysis.

In this paper, the network is different from the
traditional network and a hierarchical and directional
virtual network by computing the credibility of the data
sources. The traditional network node is composed of
network equipment, and the virtual network node is a
software and hardware entity that can provide data.
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The value of network link weight is the value of the
credibility of the data source. The data provided by the
data source is composed of multiple attributes,
expressed as v={di1, dz, d3, .., dn}. There into, di
refers to the data of the “i” attributes.

o Definition 1. p(t) is the time decay factor at the “t”

moment. If the credibility value calculated at the t
and t-1 moment is the same, then it is punished by
the time decay factor. As is shown below in
Equation (1).

y(t):l—% (0<p(t)<1) 1)

There into, At is the time difference of calculation
between two times. to is the starting moment of the
current calculation, t is the current moment. ¢ is used

to adjust the attenuation rate, and the scale is [0,1]. The
time decay factor takes into account the influence of
the time decay of the credibility, and the accuracy of
the calculation is improved.

e Definition 2. ) is the penalty coefficient of

credibility of the model at the “t” moment. As is
shown below in Equation (2).

1 ,ALocalT >0
)= © (2)
0<x <1 ,ALocaT <0

There into, Local T is the local credibility. As is shown
below in Equation (3).

ALocalT = Local T (t) — Local T (t —1) (3)

When its value is aLocalT <0, it is to impose a penalty
on the local credibility coefficient, the smaller the
value, the greater the intensity of punishment. Penalty
factor for the provision of false information of the
entity, can be quickly reduced to a very low credibility,
so as to effectively detect malicious entities.

o Definition 3. acontext(a B,t) IS Whether between data

source A and data source B has a new context of
direct interaction at the “t” moment. As is shown
below in Equation (4).

AContext(A, B, t) = Context(A, B,t)—Context(A, B,t—1) (4)

o Definition 4. Accept(A,B,t) is the degree of
recognition of the similarity degree of data source B
to the data source A at the “t” moment, which is
evaluating the expected value of the similarity of the
data provided by the two data sources. As is shown
below in Equation (5).

z Sim (datag ,datay, )
data, eData(A
St cData(B) (5)

Accept(A,B,t) =
PLA.B.L) Data(A) ~ Data(B)

There into, Data (A) is a data set provided by data
source A. pata(A) ~Data(B) IS the number of data with the

same theme in the data set provided by the data source

A and B. Data value is composed of a set of semantic
original words. data,, is decomposed into
{da1, daz; daz» ., dam}, data, is decomposed into
{db1, db2» Dbz, .., dbn}. Sim(datasdatap) is the
similarity degree between data, and datay. As is shown
below in Equation (6).

m n
Zzsim(daj dbj)

i=1 j=1 (6)

m n
(m+n ,ZZSim(daj dpj )

i=1 j=1

Sim (datay ,datay, ) =

3. Trusted Network Model

According to the above description, this paper presents
a method to dynamically construct the credibility
analysis network of hierarchical structure. In the initial
time, the node in the trusted virtual network is
composed of a distributed data source with initial value
or a data source with expert experience, and the
network topology is dynamic; Because the data source
has the characteristic of dynamic and dependence. In
the course of operation, the correlation credibility
between data sources is calculated, and the link
between the two nodes of the network is established,
and the trusted virtual network of the model is
dynamically reconstructed. As the specific process is
described below.

3.1. Trusted Network Analysis Model

When the credibility value between data sources is
more than a certain threshold, the link between the two
data sources can be established, which indicates the
credibility of a data source to another data source. With
the expansion of the scale of the network, the data
source trusted network is more and more stable. If the
data provided by the data source is not reliable, the
method can quickly assign the provider (data source) to
the penalty coefficient, so that it can reduce the
credibility of the provider for a period of time; If the
data source can continue to provide reliable data in the
later period, the credibility penalty of which will be
weakened, and the original credibility will be restored
in the trusted network. In the credibility of the virtual
network, if there is no new context direct interaction
between the data sources in a computing interval, the
credibility value is not changed, and the method will
also impose a time penalty to the data source.

o Definition 5. Credibility of Data Source: It is the
credibility value of the data source calculated by
using the number of votes in the “NEWACCU”[2]
algorithm in the whole trusted network. Its notation
is denoted as T(S,t), the meaning behind which is
the credibility of data source S at the “t” moment.
As is shown below in Equation (7).
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Z Vote (v @)
v (S) (7

m

TSt =

There into, m is the number of values provided by the
data source S; v(s) is a collection of data values
provided by the data source S. T(S,t) is the credibility
value of the data source at the “t” moment; Vote(v,t) is
the number of v’s votes at the “t” moment. The merit
of the formula is that the value of the votes is
represented by the accuracy of each data value.

o Definition 6. Local Credibility: It is composed of the
credibility of direct context interaction and the
credibility of the similarity between data sources.
When there is a direct context interaction between
data sources or the similarity of data or behaviors
provided by between data sources exceeds a certain
threshold, we believe that between data sources
have a local credibility. Its notation is denoted as
LocalT, (B,t), the meaning behind which is the local

credibility of data source A relative to data source B
at the “t” moment. As is shown below in Equation

(8).
JRandom() or0 t=0 (8)

LocalT (B,t) ={LocalT (Bt -1)-x(t) ,AContext(A,B,t)=0
ha -DirT (A,B Context(A,B t),t) + 3 -Accept(A,B t)]- A(t) ®other ¢

There into, the initial value is a random number or O,
which indicates that data source A has some trust or no
trust for data source B. », and g, respectively represent

the degree of recognition of the weight coefficients and
the degree of similarity in the local credibility, and
a,+f =1. DirT(A B Context(A B,t)t) IS the trusted value of
data source A relative to data source B in the
circumstances of context interaction at the “t” moment.

o Definition 7. Credibility Between Data Sources: It is
composed of the local credibility between data
sources and the credibility of data sources. Its
notation is denoted as Ta(B,t), the meaning behind
which is the comprehensive credibility of data
source A relative to data source B at the “t” moment.
As is shown below in Equation (9).

T.(B,t) =a, - T(B,t)+ /3, - LocalT, (B, 1) 9)

There into, o, and g, respectively represent the dsata

source credibility weight coefficient and the local
confidence weight coefficient, and a,+/,=1.

From the above definitions, the relationship between
the credibility definitions between the data sources can
be obtained, as shown in Figure 1.

Credibility of between
data sources

[
Local credibility

Credibility of data
source

Figure 1. The correlation of the credibility definition between data
sources in the trusted network.

3.2. Trusted Network Algorithm Analysis
Process

According to the foregoing, the original data are pre
processed, and each data collected will be processed
into a corresponding set of the original words; Then
the Equation (7) is used to calculate the credibility of
the data source; the Equation (8) is used to calculate
the local credibility between the data sources, which
needs to calculate the local credibility of the direct
credibility and similar degree of recognition, and the
weights are combined to synthesize the overall
reliability; If there is a context interaction between the
two data sources or the similarity of the data provided
by the same subject changes, then the local credibility
need to be updated; If there is no new behavior, then it
is punished by the time decay factor; Finally, the
Equation (9) is used to calculate the credibility
between the data sources, this requires the synthesis of
the credibility of the data source and the local
credibility. At this time, it is only the evaluation of the
credibility of a data source to another data source. The
algorithm uses an iterative method to obtain the
credibility between each data source and all other data
sources. If the credibility value exceeds the threshold
“n” set by the system, a directed link between the two

data sources is increased, the value of which is the
credibility of the data source, and the data value is
changed with the change of network.

In the experimental verification, if a data source
provides some malicious and non real data, the
credibility can be punished by the method according to
the influence degree, so that the credibility can be
reduced quickly. If the data source can continue to
provide reliable data in the later period, the credibility
penalty will be weakened. The program flow chart of
the whole algorithm is shown in Figure 2.
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Figure 2. The program flow of the construction method of the
trusted virtual network.

4. Case Analysis and Verification

In this paper, the selection of the simulation tool is
MATLAB, the object of simulation experiment is
selected as the data in electronic commerce.

4.1. Simulation Experiment Design

The experimental data was collected through the web
crawler technology to the commercial website of the
current e-commerce platform, especially the evaluation
information of commodity information acquisition, and
the data of some samples were labeled artificially. Data
set includes 4 categories of goods, different brands of
goods data, from a random sample of 7972 pieces of
goods, the number of users can reach about 100000
people, the evaluation of information up to ten million.
The algorithm is applied to the credibility analysis of
user evaluation parameters. In this experiment, a
subject refers to a commodity, the entity refers to the
customer, the data refers to a product assessment
information made by the user.

The collected data is divided into two parts, which
part is as the establishment of the trusted network, the
network sample repeated training, while adjusting the
updated parameter values to adapt to the environment
changes, another part of the data is the verification of
the model stability, accurate accuracy. The parameters
involved in the model are quite a few, and the
parameters are used in an artificial setting. In the later
period, the parameters are modified to adapt to
different scenarios. The setting of parameters is shown
in Table 1.

Table 1. The default parameters' list for simulation experiments.

Parameter|Default value Description

N 302412 the number of data sources

u(t) 1- % the time decay coefficient

At) [0<A@) <1 the penalty coefficient

(oA 0.735 the local direct credibility weight
ﬂl 0.265 the similarity weight of local credibility
n 0.314 the data or behavior similarity threshold
At 1s the time difference of calculation
a, 0.735 The credibility weight of the data source
ﬁz 0.265 the local credibility weight

4.2. Experimental Results and Analysis

At a certain time, the hierarchical data source is
composed of a trusted virtual network topology
diagram shown below.

(O data source
<+— trusted delivery path

Figure 3. Partial topology of a trusted virtual network.

By definition 7, using the Equation (9) calculates
the local credibility between the data sources, the
trusted network of data sources can be constructed. A
network node device is only a part of the entire trusted
network, which cannot be considered separately. The
role of the credibility of a single network node is to
provide data to calculate the credibility between the
data sources. The credibility of the network node
equipment is restricted by the credibility of data that
provided. Figure 1 shows that the credibility between
the data sources is restricted by the credibility of the
data source and the local credibility. By iteratively
calculating the credibility of the three, the credibility of
the virtual network is dynamically constructed, and the
stability of the credibility of the network further
improves network security. In Figure 3, a hierarchical
data source network topology is given, and the
direction of the arrow is the evaluation of the
credibility of a data source to point to another data
source, and the weight is the credibility value of the
data source.

5. Conclusions

In this paper, we propose a new method to construct
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the trusted network based on the data source
dependency by studying the demand of the trusted
virtual network and the related theory of the trusted
computing. Data quantity provided by data source is
more, the more stable trusted network construction,
more to provide the credibility of data measurement of
accurate analysis, so it can well meet the demand of
information security and credibility. There are still
some places which need to be optimized in this paper.
These are the focus of the study in the future, and need
to be further improved. In this paper, a simple data
instance is selected to verify the feasibility of the
model, which provides a way to solve the problem of
further research on the credibility evaluation method in
the future.
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