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Abstract: Software rejuvenation is an effective technique to counteract software aging in continuously-running application
such as web service based systems. In client-server applications, where the server is intended to run perpetually, rejuvenation
of the server process periodically during the server idle times increases the availability of that service. In these systems, web
services are allocated based on the user’s requirements and server’s facilities. Since the selection of a service among
candidates while maintaining the optimal quality of service is an Non-Deterministic Polynomial (NP)-hard problem, Meta-
heuristics seems to be suitable. In this paper, we proposed dynamic software rejuvenation as a proactive fault-tolerance
technique based on a combination of Cuckoo Search (CS) and Particle Swarm Optimization (PSO) algorithms called
Computer Program Deviation Request (CPDR). Simulation results on Web Site Dream (WS-DREAM) dataset revealed that
our strategy can decrease the failure rate of web services on average 38.6 percent in comparison with Genetic Algorithm
(GA), Decision-Tree (DT) and Whale Optimization Algorithm (WOA) strategies.

Keywords: Software aging, software rejuvenation, web service, cuckoo search, particle swarm optimization.

Received January 2, 2020; accepted March 23, 2021
https://doi.org/10.34028/iajit/19/2/10

1. Introduction behavior. Dynamic software rejuvenation was

Web service refers to a client server application for the
purpose of communication. Moreover, it provides a
flexible solution for software integration under web
environments [26]. The web services have been
broadly adopted in e-business, e-government, finance,
multimedia services and automotive systems. Multiple
web services can provide similar functionalities with
different non-functional properties, known as Quality
Of Service (QOS) attributes. The most critical metrics
to measure the QOS of long-running, real-time
applications include reliability, availability and
deadline guarantees. It is generally an essential but
complex task to produce a service composition
offering an optimal QOS value which satisfies
customer requirements [14]. Selection of the proper
web service providers among candidates while
maintaining the optimal quality of service is an NP-
hard problem, as it belongs to task scheduling
problems [5]. Koutras and Platis [13] formulated multi-
objective optimization problems for deriving the
rejuvenation policies that optimize the system’s overall
performance. These studies were limited in order to
model in a more realistic way software systems’

proposed in [7] to determine the optimal times. Their
method was based on the ant colony optimization
heuristic method with gravitational emulation local
search. The low speed of the suggested algorithm
makes it unfit in real time tasks. By adjusting on
improvement of operation steps and parameter
selection, a hybrid optimization algorithm based on
genetic algorithm and ant colony optimization was
presented in [25] to intensify the scheduling process of
web services.

The next sections of this paper are organized as
follows. Section 2 covers the previous relevant works.
Section 3 deals with fault tolerance in web services.
Section 4 provides and overview of the newly
proposed dynamic software rejuvenation based on the
hybrid of Cuckoo Search (CS) and Particle Swarm
Optimization (PSO). The experimental results have
been reported in section 5. Finally, the conclusions and
future work have been discussed in section 6.

2. Literature Review

Considered one of the key requirements for web
service based systems, reliability needs to provide
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services with high availability, high fault tolerance,
and dynamic deployment capabilities.

Kalantari et al. [8] presented a fuzzy system for
selecting web services aimed at software rejuvenation.
The method carried out the training phase based on the
features of the service providers as well as the
receivers’ requirements while including a threshold for
the rejuvenation of each web services. Kumaresan and
Ganeshkumar [12] presented well established
statistical time series (S) Auto Regressive Integrated
Moving Average (ARIMA) approach for developing a
forecasting model that can provide significantly
improved reliability prediction by using real time
publicly available software failure sets. The proposed
method has been restricted itself in to linear event
correlation function and similarity mapping techniques.
However, their method has an effect on the
achievement of requests. The other metaheuristic
method based on whale optimization algorithm was
proposed in [10]. The criterion of movement radius in
their method was employed to flexible web service
provider chooses and the threshold for the rejuvenation
was examined.

Bai et al. [1] showed a semi-Markov process based
approach and derived formulas for calculating AS
availability and task execution pattern under the
condition that all the aging, failure, Virtual machine
Manager (VMM) fixing and live VM migration time
follow general distributions. In [23], a dynamic method
by using checkpoints in case of quality of service
degradation was presented. The limitation of the
proposed method was based on no assigning a weight
to all inputs and no checking checkpoints until
reduction of performance.

To achieving the optimum allocating in cloud
services, Kalantari et al. [9] proposed a novel method
employed a fuzzy neural network called Neural Fuzzy
Dynamic Software Rejuvenation (NFDWSR). Their
neuro fuzzy dynamic software rejuvenation could
identify threshold of multiple fuzzy sets. In [22], an
experimental study of software aging and rejuvenation
on the docked daemon, following the Software Again
and Rejuvenation Experiments (SWARE) approach
was presented.

In [15], the system state was saved on a reliable
storage through software rejuvenation coupled with
occasional check pointing, in a way that the mission
task could be resumed from the last saving checkpoint.
This study was limited because the assumptions of the
full state independent rejuvenation led to a degraded
system.

Generally speaking, the majority of previous
methods proposed to optimize software rejuvenation in
different software systems come with certain
shortcomings. The current study attempted to
overcome most of these shortcomings, a few important
of which are summarized below:

1. The methods proposed for optimization of software
rejuvenation in software systems are mostly one-
dimensional, i.e., only one single aspect of software
rejuvenation is covered [16, 18].

2. The majority of newly proposed methods for
software rejuvenation involve static management in
systems [2, 3, 16, 18].

3. Many software rejuvenation methods stop the
software system during rejuvenation; i.e., user
requests are not responded throughout the process of
rejuvenation. This implementation mechanism
simplifies the procedure, but reduces the system's
availability [20].

4. One of the problems in optimization of software
rejuvenation is how to choose the most suitable
server for web application allocation that can reduce
the number of failures.

This study attempted to overcome the mentioned
shortcomings, through utilizing different aspects of the
software rejuvenation process. We develop a dynamic
management model, capable of responding new web
service requests even in the middle of the rejuvenation
process. It not only improves the performance of the
system, but also increase the availability of the system
for new web service requests. In order to efficiently
solve the allocation of web service providers to the
web service requests, a hybrid metaheuristic algorithm
based on cuckoo search and particle swarm
optimization is presented.

3. Fault Tolerance in Web Services

As a criterion for web services, fault tolerance has
grown into a significant research topic revolving
around the selection procedure of a web service. The
conventional fault tolerance web service models come
with certain limitations. For instance, various essential
sources of fault tolerance do not integrate, nor do they
focus on different attributes of service quality namely
performance and accessibility to fully meet user
requirements. A static fault-tolerant scheduling
algorithm has been presented in [6]. It was based on a
list of scheduling heuristics which satisfy the
application time constraints even in the presence of
faults by exploring the spare capacity of available
processors in the architecture. Mogk et al. [19]
proposed a calculus that enables formal reasoning
about applications’ dataflow within and across
individual devices. As a result of their study,
programmers were relieved of handling intricate details
of distributing change propagation and coping with
distribution failures in the presence of interactivity. In
[21], a fault tolerance-based load balancing approach
by considering the dynamic nature of resources was
proposed. A fault tolerance dynamic load balancing
model was applied for task execution based on
resource load and fault index value. In continue, for
fault tolerance, checkpoints were set at various
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determined intervals to resume tasks at the next
possible instance that avoids unnecessary placement of
checkpoints. The overhead due to checkpoint interval
based of fault index restricted their approach.

4. Proposed Method

Meta-heuristic algorithms such as PSO [4], Whale
Optimization  Algorithm (WOA), Ant Colony
Optimization (ACO) and CS [24] are important tools
for solving complex real world optimization problems.

4.1. Brief Review of CS

CS is used for various optimization problems as it
idealized breeding behavior. In CS, each egg in a nest
represents a solution, and a cuckoo egg represents a
new solution. The aim is to replace the new solutions
(cuckoos) with not-so-good solutions in the nests. In
the simplest form, each nest has one egg and can be
extended to multiple eggs representing a set of
solutions. Initially, each cuckoo lays an egg and is
placed inside a randomly selected nest. In the second
step, the best nests having high quality eggs moves to
the next generation. In the last step, the number of
available host nests is fixed, and the laid egg by a
cuckoo is discovered by the host bird with the
probability r € [0,1] r € [0,1] [11]. This algorithm is
very simple and easy to implement as it involves only a
single parameter r a in CS.

4.2. Brief Review of PSO

Some of the applications have used PSO to solve NP-
Hard problems like Scheduling and the task allocation
problems [17]. The PSO algorithm is a meta-heuristic
based on the movement of a population (swarm) of
individuals (particles) randomly distributed in the
search space, each one with its own position and
velocity. It is a computational method that optimizes a
problem by iteratively trying to improve a candidate
solution with regard to a given measure of quality. In
PSO the swarm of particle is randomly generated
initially and each particle position represents a possible
solution. Each particle is positioned in the search space
and has a fitness value and velocity to determine the
speed and direction of its moves. Particle move around
in the search space based on the particle’s update
position and velocity to get an optimized solution.

4.3. Combined CS and PSO

Some problems like dynamic rejuvenation in web-
based systems have a large-scale space. So, finding the
optimal solution with high efficiency seems to be
impossible by previous works. In this paper, Dynamic
rejuvenation has been proposed based on PSO and
Cuckoo Search in web services that called Computer
Program Deviation Request (CPDR). The PSO
algorithm becomes easily trapped in local optimum in

solving a large complex problem like software
rejuvenation. The main reasons to choose this
algorithm are its performance-complexity tradeoff and
fairness features regarding other heuristic optimization
methods. In addition, the PSO approach is much easier
to implement data, requires less computational
bookkeeping for resource allocation problems and it
was previously applied in resource and power
allocation, preventive maintenance effectively. Using
CS algorithm could be efficient in finding an optimal
combination of web service allocation in cloud
computing system which is dynamically changing. But
the CS has some shortcoming too. It has slow
convergence speed. In CS algorithm, high randomness
of the Levy flight makes the search process quickly
jump from one region to another one. By this property,
the algorithm initiates a blind search process,
convergence speed become slowly and the efficiency
reduced close to the optimal solution. To overcome
these shortcomings, the proposed method used a hybrid
of PSO and CS. Pseudo code of the proposed CPDR
algorithm can be seen in Algorithm (1).

Algorithm 1. Pseudo code of service allocation for users, using
CPDR algorithm

1: Load requested web services dataset

2: Initialize each search solution to contain m randomly web
service providers

3: while t < maximum number of Iteration do {

4. for each search solution i do {

5: for each data vector Xp do {

6: Calculate the Euclidean distance of Xp to all web
service types.

7: Assign Xp to the web service type | such

that|Xpy;-Z)| = min|Xpy;-Zys|; ws = 1.2.....k
: Calculate the fitness using

k n
fitness = ZZ WUl XPij —le

j=1i=1
9: end for
10: end for
11: Update population using hybrid CS and PSO
12: t=t+1
13: if (CPDR algorithm convergence)

14: break;
15: end if
16: end while

17: return X*
18: Assigning web services to the user requests according to X”
19: Rejuvenation process according to Egs. (2) and (3)

The framework of the proposed procedure has been
illustrated in Figure 1. At the beginning, first
organization of the system is showed. Then, all the
web service requests according to their priority. Now,
in order to solve the mentioned lack, the presented
method acts by measuring web services' reliability and
time threshold metrics along software executing by
using the combination of CS and PSO in Figure 2. In
continue the parameters of web services updated and
the web services which has less QoS parameters go to
rejuvenation state.
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The major difficulty in software rejuvenating is how
to select suitable service provider by considering
reduction failures. The main reason for using Meta-
heuristics algorithms is that the selection of a service
among candidates while maintaining the optimal
quality of service is an NP-hard problem. For this
purpose, an efficient algorithm based on hybrid of CS
and PSO were used to find the best allocation of the
web services for users in order to reduce failed web
services as documented in Figure 2.

There are several web services which can allocated
to user based on their quality of service parameters.
The proposed method in Figure 2 finds the best
allocation with minimum failure rate than random
allocation.
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Figure 1. The basic block diagram in our work.
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Figure 2. Overall steps of the proposed method.

After create matrix of initial cuckoo's habitat some
randomly produced number of eggs for each cuckoo
will be considered. The number of assigned eggs to
cuckoo showed the solution for service allocation in
the paper. In general, each egg represented a service
and the sum of eggs in each habitat showed a solution
in system. The rapid convergence of CS algorithm can
be substantially improved by replacing abandoned
nests instead of using the random replacements from
original method. Reducing the failed service number
based on their attribute was considered as a
competency factor in our method. Over time, the
particle accelerates to the particle with high
competency value. The failed web services number,
less than five percent of the whole web services, was
considered as the convergence in the proposed method.

In our proposed method, the objective is to
minimize the number of failure web services assigned
to all users. Since the less respond time and the more
throughput results less probability of a web service to
be failed, the fitness function of the proposed method
and all method that was used for comparison can be
represented as Equation (1). The objective is to
minimize the average respond time and simultaneously
maximize the average throughput of the assigned web
services to all users.

E?=1(%Z}”=1rti,-)

2{;1(%27;1 tpij) (1)

fitnessfunction =

Where n indicates the number of users and m
demonstrates the maximum service request number.
Also, rtjj represents the respond time of service j by
user i and rpjj represents the throughput of service j by
user i. It is worth mentioning that with the increasing
of the availability, the throughput will strengthen in
system. Owing to the assumption that suitable result
has minimum response time and maximum throughput;
the fitness function must be minimized in the
suggested method. To continue, all solutions were
sorted in ascending order based on their fitness
function value. It means after sorting, the first one has
the most appropriate performance at the current stage.
After this suitable process for allocation, in the next
steps all services without appropriate condition go to
rejuvenation process. The value of time out threshold
is application-dependent and could be set by user in the
dataset based on the need of their applications. This
threshold determines the condition of rejuvenation for
each web service, considering its respond time and
throughput. More specifically, each web service i

should be rejuvenated if % < threshold. The respond

time and throughput of aged services updated
according to the following rate:

_< ' t> )
rtfV = rt{’l“l x| 1—e \rfM
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Where rt?'® and tp?'® are the current respond time
and throughput of the aged service i, respectively.
Moreover, rt/**" and tp;*" are the new respond time
and throughput of the aged service i (after rejuvenation
process), respectively. Then, the process and

allocations will perform again from the beginning.

5. Simulations

In this paper, we conducted simulations on Windows 7
and a Core i5 system. It is worth mentioning that
increasing reliability in web service providers is so
important in software rejuvenation. This can be done
with reduction of failed web service request numbers.
Hence, several methods based on WS-DREAM dataset
are considered in this study. Figure 3 shows the
comparison of the convergence speed of the proposed
CPDR method with two existing metaheuristics: GA
and WOA. In this approach, each implementation of
the algorithm was iterated 500 times. Moreover, for
each one of these iterations 100 search agents
(population size) were considered. The NFE (number
of function evaluation) was 50,000 for all methods. As
seen in Figure 3, both WOA and CPDR have better
convergence than GA at the early iterations. At first,
the convergence speed of the WOA is better than the
CPDR. By increasing the number of iterations in
WOA, the fitness function value is first decreased and
then remains fixed after iteration 150 because trapping
in local optima. However, the proposed CPDR can
overcome local optima points and continue reducing
the fitness function value until iteration 500. After
approximately 150 iterations, the proposed method has
the less fitness function value and the best convergence
speed among other methods.

26

24 woA
CPDR

Cost Function (Average Number of Fails)

o 50 100 150 200 250 300 350 400 450 500
Iteration

Figure 3. Comparison of the convergence speed graph of the
proposed method.

As Figure 3 shows, at first, the convergence speed
graph of the WOA is better than proposed method.
After approximately 150 iterations the proposed
method has the less cost function and the best
convergence speed among other methods. The
proposed method is compared with the existing
algorithms in term of run-time. Run-time is the amount
of time taken for a computer program to perform a
task. In Table 1, the optimization time and overall run-

time (on average for all dataset) of the proposed
method is compared with WOA and GA.

Table 1. Comparison of average run-time (in sec) of the proposed
method with GA.

GA | WOA | CPDR
Optimization Time (Assignment) | 9.5 8.3 9.2

Overall Time
(Assignment + Rejuvenation) 129 117 126

Comparison of the average number of failed
services for different techniques (DT, GA, WOA, and
CPDR) for 10 data samples can be summarized in
Table 2. According to the average results, the reduction
rate of the proposed CPDR algorithm in the number of
failed services is 49.8%, 33.7%, and 13.9%, as
compared with the DT, GA, and WOA, respectively.

The experimental results in Table 2 are proved to be
statistically significant, using ANOVA test, which is
used to measure the significance of differences
between different techniques over multiple datasets.

The experimental results in Table 2 are proved to be
statistically significant, using ANOVA test, which is
used to measure the significance of differences
between different techniques over multiple datasets.

Table 2. Comparison of average failed web services for different
techniques on different datasets.

Data DT GA WOA CPDR
1 12.2 9.6 7.2 6.5
2 11.8 9.3 7.4 6.1
3 12.6 9.4 6.9 6.2
4 115 8.9 6.5 5.5
5 12.3 9.2 7 6
6 111 8.5 6.6 5.7
7 11.6 9.2 7.3 6.5
8 12.8 9.3 7.2 5.7
9 12.2 8.8 6.8 6
10 12.6 9.2 75 6.4
Average | 12.07 9.14 7.04 6.06

To apply the Analysis of Variance (ANOVA) test,
10 samples of the average failed web services achieved
by each algorithm (DT, GA, WOA, and CPDR) are
taken with a = 0.05. The null hypothesis is considered
as

Houn © Lepor = Mot = Hea™ Huoa (4)
While, the alternative hypothesis is defined as

Hoaernative © Hepor # Mot # Hoa # Hwon 5)

According to the obtained results of the ANOVA test
in Table 3, p-value much less than 0.05 have been
obtained. As a result, the null hypothesis is rejected,
which means that the results are significantly different
for the compared algorithms.

Table 3. Results of ANOVA test for average failed web services.

Sou_rce_of Sum of Df Mean F-statistic| p-value
Variation Square

Square
Between Groups | 212.157 | 3 439.48 |2.115e-28

70.7189
Within Groups | 5.793 36 | 0.16.9
Total 21795 | 39
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6. Conclusions

The rejuvenation policies are the powerful tool for the
improvement of the performance of web service based
systems. In this paper, the effective use of hybrid
optimization algorithm of CS and PSO for dynamic
software rejuvenation based on characteristics of
service providers and needs of the users has been
investigated. In addition to the allocation of Web
services, the threshold for rejuvenation was checked
dynamically and the systems which required to
rejuvenation were detected.

As a result of implementation of the proposed
technique, there was a considerable improvement in
the performance in compared to well-known
algorithms such as WOA, GA and Decision Tree. The
results obtained from the proposed method has on the
average 14 percent, 38 percent and 64 Percent less
failed web services in comparison with WOA, GA and
Decision Tree methods respectively. This indicates that
the proposed method based on hybrid optimization
algorithm of PSO and Cuckoo Search can be used for
environments that require high fault-tolerance. For
future research, to improve the accuracy and runtime
of the presented method, parallel algorithms with fuzzy
meta-heuristics can be used.
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