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Abstract: Software components are imperative parts of a system which play a fundamental role in the overall function of a 

system. A component is said to be secure if it has a towering scope of security. Security is a shield for unauthorized use as 

unauthorized users may informally access and modify components within a system. Such accessing and modifications 

ultimately affect the functionality and efficiency of a system. With an increase in software development activities security of 

software components is becoming an important issue. In this study, a fuzzy logic based model is presented to handle ISO/IEC 

18028-2 security attributes for component security evaluation. For this purpose an eight input, single output model based on 

the Mamdani fuzzy inference system has been proposed. This component security evaluation model helps software engineers 

during component selection in conditions of uncertainty and ambiguity.  
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1. Introduction 

A component is a processing unit of a system which 

performs a key responsibility in the functionality of the 

system. Component Based Software Engineering 

(CBSE) reduces development time for new systems. 

Components available for reuse are already tested, 

experimented, and debugged. A new system developed 

using existing components turns out to be less 

expensive and almost pre-tested and debugged. 

Maximum software reuse is suggested in many cases, 

as reuse saves overall development time and also 

carries a code that is error free, already used and tested 

in many systems [15, 18]. An individual software 

component is a software suite that provides established 

functionality. These separate software components’ 

functions are combined based on the principle of 

CBSE. Many such software systems are structured and 

organized from a collection of different components. 

The components should be explicitly clear from all 

perspectives for the development of the software 

system. A component may be replaced by another 

component if the decedent component has the criteria 

of the antecedent component. Due to the increased 

demand of the development of large and complex 

software systems, CBSE is becoming more and more 

common, to save time, cost of development, and to use 

already tested code. Study shows that in recent years 

such component based software development is 

performed for nearly half of the total developed 

software systems [17].  

When choosing composition of components for a 

new system it is necessary to consider functional, non-

functional, and system appraisal requirements. Along  

 

with that security is one of the highest obligations of a 

system. Software security is the protection of the 

system from unauthorized access and modification. 

When software is designed from diverse components, 

it might go through elevated security threats to the 

intended software [10]. These threats have an effect on 

the functionality and efficiency of the system. The 

fundamental concern of component security is how to 

put together a secure component based system. 

The main objective of the proposed research is to 

put forward a methodology for evaluating the security 

of software components. Here, a Fuzzy Logic (FL) 

approach is modelled to evaluate the security of 

components. Fuzziness is beneficial in situations of 

vagueness and uncertainty. The proposed method 

incorporates attributes of ISO/IEC 18028-2 defined for 

security of components [20]. 

The organization of the paper is as follow: In 

section 2 related works is presented. Section 3 provides 

details of fuzzy logic technique, security attributes, and 

model for evaluating security of components. Section 4 

presents results of the model, implementation, and 

discussion. Section 5 is the conclusion of the paper.  

2. Related Work 

Related research and security methodologies are 

presented and used by researchers. Khan and Han [9] 

differentiate the security characteristics and 

appropriateness of components. For software 

component characteristics representation and 

comparison their method involves logic programming. 

Gandotra et al. [5] presented a Secure Software System 

(SSS) for evolving the security of system using fuzzy 
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logic. This method helps to evolve the mid stage 

between failed and safe state for security goal. Their 

proposed system consists of different phases like 

elicitation of security requirements, categorization, 

prioritization, mapping of threats into security 

requirements, and monitoring security level. 

 Ghosh and McGraw [6] defined an approach for 

documentation to test security properties of 

component. Black and white box testing techniques are 

used to test and verify the security of software 

component. Liao et al. [12] developed an approach to 

collect different forensic information. They proposed 

fuzzy logic and expert system to examine computer 

crime in network and the technique makes digital 

evidences automatically. The experimental results of 

the proposed method with other methods are also 

compared and show that the system classifies most 

attacks and provide understandable information for 

forensic experts. Engina et al. [3] proposed a fuzzy 

approach for Attribute Control Charts (ACC) and is 

solved by Greedy Algorithm (GAs). Two main 

parameters, which are sample size and acceptance 

number, are determined for every stage by the GA. The 

technique is applied on engine valve manufacturing 

firm. Siadat et al. [19] proposed the grid security 

improvement by new trust management system. New 

domain addition to grid system and selecting services 

provider are the advantages of the proposed approach. 

 Khan et al. [8] classified the properties of security 

into functional and non-functional security. Functional 

security is outer protection of components while non-

functional security component are fixed with 

component functionality. Lee et al. [11] used 

component specification technique and described some 

definitions of component. The operators defined are, 

component version, functional requirements, 

nonfunctional requirements, and cooperating 

component. Z scheme is used for the specification of 

component. Cai et al. [2] proposed quality assurance 

for both component and system of the component. 

ComPARE is used to assess real life component. 

Moriconi et al. [14] suggested a method in which 

various representations of software architecture and 

required security at architecture level are described. 

The method is demonstrated with the help of open 

distribution transaction processing reference 

architecture.  

3. Fuzzy Logic for Evaluating Security of 

Component 

In the proposed research work, fuzzy logic is used for 

evaluation of component security. This approach is 

quite beneficial in situations of uncertainty. It has a 

variety of applications [1, 4, 7, 16]. 

Component security evaluation is the process of 

determining the security of a component. A high 

quality component evaluation system fulfills the 

required criteria of security. Details of the proposed 

method are given below.  

3.1. Fuzzy Logic 

Fuzzy set theory has been used for solving different 

problems in diverse fields. It is mostly used in the field 

of engineering as it resolves the problems of 

imprecision and vagueness. This tool helps providing 

solution for problems which are difficult to model. 

Detail of fuzzy logic concepts is given in Lofti [13]. It 

consists of different inputs and Membership Function 

(MF) and on the basis of MF a model of fuzzy rules is 

designed. Here, Fuzzy logic approach is tried to model 

and evaluate the security of components. 

The different MFs which are used for inputs are: for 

access control, MF:(no access control, medium access 

control and full access control), for authentication, MF: 

(low authentication, medium authentication and high 

authentication), for non-repudiation, MF:(no non-

repudiation, medium non-repudiation and high non-

repudiation), for data confidentiality, MF:(no data 

confidentiality, medium data confidentiality and high 

data confidentiality), for communication flow, MF:(no 

communication flow, medium communication flow 

and high communication flow), for data integrity, 

MF:(no data integrity, medium data integrity and high 

data integrity), for availability, MF:(no availability, 

medium availability and high availability), for privacy, 

MF:(no privacy, medium privacy and high privacy). 

Membership functions are mathematically described 

as; 
  

mA(x)={1 xA, 0 xA}   mA(x){0,1}   

And can be plotted as shown in figure 1; 

 

Figure 1. Membership function (MF). 

The proposed model is shown in Figure 2. It 

consists of different MF, fuzzy rules and the rules are 

stored in the database. The process clearly elaborates 

the steps involve in the designing of membership 

functions and the rules from these membership 

functions. The results of the model are analyzed and a 

decision is made after the final results. In the last step 

approval of the most secure component should be 

taken from the competent authority and the most 

secure component is delivered to the designer of the 

system. 
 

(1) 
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Figure 2. Process of the proposed model. 

The membership functions are given below, in 

Figures 3-10. Figure 3 shows the different membership 

functions that are; No (access), Medium (access) and 

Full (access) for the input labelled as access control. 

The degree of membership functions is plotted as; No 

(access) is between 0-0.29, Medium (access) is 0.30-

0.60 and Full(access) is 0.61-1. 

 

Figure 3. MFs for input access control. 

Figure 4 shows the different membership functions 

that are; Low (authentication), medium 

(authentication) and High (authentication) for the input 

labelled as authentication. The degree of membership 

functions is plotted as; Low (authentication) is between 

0-0.30, medium (authentication) is 0.31-0.59 and High 

(authentication) is 0.6-1. 

 

Figure 4. MFs for input authentication. 

Figure 5 shows different membership functions that 

are; No (non-repudiation), Medium (non-repudiation) 

and High (non-repudiation) for the input labelled as 

non-repudiation. The degree of membership functions 

is plotted as; No (non-repudiation) is between 0-0.30, 

medium (non-repudiation) is 0.31-0.59 and High (non-

repudiation) is 0.60-1. 

 

Figure 5. MFs for input non-repudiation. 

Figure 6 shows the different membership functions 

that are; No (data confidentiality), Medium (data 

confidentiality) and High (data confidentiality) for the 

input labelled as data confidentiality. The degree of 

membership functions is plotted as; No (data 

confidentiality) is between 0-0.30, medium (data 

confidentiality) is 0.31-0.61 and High (data 

confidentiality) is 0.62-1. 

 

Figure 6. MFs for input data confidentiality. 

Figure 7 shows the different membership functions 

that are; No (communication), Medium 

(communication) and High (communication) for the 

input labelled as communication. The degree of 

membership functions are plotted as; 

No(communication) is between 0-0.30, 

medium(communication) is 0.31-0.60 and 

High(communication) is 0.61-1. 

 

Figure 7. MFs for input communication. 

Figure 8 shows the different membership functions 

that are; No (data integrity), Medium (data integrity) 
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and High (data integrity) for the input labelled as data 

integrity. The degrees of membership functions are 

plotted as; No (data integrity) is between 0-0.30, 

medium (data integrity) is 0.31-0.60 and High (data 

integrity) is 0.61-1. 

 

Figure 8. MFs for input data integrity. 

Figure 9 shows the different membership functions 

that are; No (availability), Medium (availability) and 

High (availability) for the input labelled as availability. 

The degrees of membership functions are plotted as; 

No (availability) is between 0-0.30, medium 

(availability) is 0.31-0.60 and High (availability) is 

0.61-1. 

 

Figure 9. MFs for input availability. 

Figure 10 shows the different membership functions 

that are; No (privacy), Medium (privacy) and High 

(privacy) for the input labelled as privacy.  

The degree of membership functions are plotted as; 

No (privacy) is between 0-0.30, medium (privacy) is 

0.31-0.61 and High(privacy) is 0.62-1. 

 

Figure 10. MFs for input privacy. 

 

3.1. Security Attributes 

The proposed method is applied on ISO/IEC 18028-2 

[20] to design a model which evaluates the security of 

components according to the following specifications. 

3.1.1. Access Control 

The access control attribute of security provides 

authorization to use the component of the software. 

Access control can certify only allowed users to access 

the information of the available software 

component(s). The range of MF for access control is 

given below.  

µ(Access control)={ 0<x≤0.29= low, 0.30<x≤0.60= 

medium, 0.61<x≤1= high} 

3.1.2. Authentication 

Authentication is the process of determining validity of 

information provided for some specific purpose. This 

attribute of security corroborates the identity of user to 

software components. It confirms the validity of user 

when accessing the available information of software 

components. Mathematically it can be shown as 

follows: 

µ(Authentication)={ 0<x≤0.30= low, 0.31<x≤0.59= 

medium, 0.60<x≤1= high} 

 

3.1.3. Non-repudiation 

The non-repudiation security attribute facilitate 

technological means to prevent a user from denying 

performing a specific action about the component. This 

helps in confirming the availability of data to a third 

party as a proof that some events have taken place. 

Non-repudiation is mathematically shown by the 

equation:  

µ(Non- repudiation)={ 0<x≤0.30= low, 0.31<x≤0.59= 

medium, 0.60<x≤1= high} 

3.1.4. Data Confidentiality 

This attribute of security protects data attached with 

software components from illegal or unauthorized 

access. Some data confidentiality methods and 

algorithms are used to secure data of available software 

components. MF for safety is given below in equation: 

µ(Data confidentiality)={ 0<x≤0.30= low, 0.31<x≤0.61= 

medium, 0.62<x≤1= high} 

3.1.5. Communication Flow 

Communication flow confirms that sharing of 

information related to different software components is 

made only with authorized persons. The components 

are protected from illegal access. It is an ethical 

(2) 

(3) 

(4) 

(5) 
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principle associated with component(s). 

Communication exists between software component(s) 

and user. Confidentiality can be privileged and cannot 

be accessed or modified by any illegal user. 

Mathematically communication flow is shown below 

in the following equation. 

µ(Communication flow)={ 0<x≤0.30= low, 0.31<x≤0.60= 

medium, 0.61<x≤1= high} 

3.1.6. Data Integrity 

Data integrity provides accuracy and correctness of the 

information related to software components. All data 

and information of the components is protected from 

unauthorized modifications, creation, and replication. 

Data integrity is mathematically shown below using 

the equation: 

µ(Data integrity)={ 0<x≤0.30= low, 0.31<x≤0.60= 

medium, 0.61<x≤1= high} 

3.1.7. Availability 

Availability of a component denotes the fraction of 

time for which it is working and functional. It can be 

affected by component load, errors, and malicious 

attacks. So the data and information related to 

component should be available to authorized access 

whenever it need. There should be no denial of service 

to authorized access. Availability of components is 

mathematically shown by the following equation.  

µ(Availability)={ 0<x≤0.30= low, 0.31<x≤0.60= 

medium, 0.61<x≤1= high} 

3.1.8. Privacy  

This attribute of security provides the safety of data 

and information to software components. This attribute 

presents the needed protection and control the data and 

also the information related to software components. 

Privacy is mathematically shown in the equation 

below.  
µ(Privacy)={ 0<x≤0.30= low, 0.31<x≤0.61= 

medium, 0.62<x≤1= high} 

3.2. Design of Fuzzy Inference System 

The proposed model is designed using the fuzzy tool 

box. It consists of five basic GUI tools including FIS 

editor, membership function editor, rule editor, rule 

viewer, and surface viewer. Figure 11 describes the 

proposed model using the Mamdani fuzzy inference 

system. In the figure, the top-left part represents the 

basic model of inputs and outputs. The top-right part 

describes the rule editor in which the fuzzy rules are 

designed. The bottom-left part of the figure shows the 

membership function editor and the bottom-right part 

is the surface viewer of rules. 

 

Figure 11. Process of the proposed fuzzy logic approach. 

Based on the proposed method (section 3), the three 

membership functions and the eight inputs (mentioned 

in Figures 3-10), the fuzzy rules are obtained. These 

rules are in the form as follows: 

 Rule 1. If (Access_control is No(access)) and 

(Authentication is Low(authentication)) and (Non-

repudiation is No(Non-repudiation)) and 

(Data_confidentiality is No(data_confidentionality)) 

and (Communication_flow is 

No(Communication_flow)) and (Data_integrity is 

No(Data_integrity)) and (Availability is 

No(availibility)) and (Privacy is No(privacy)) then 

(output1 is Low_Secure) (0.1)                                     

 Rule 2. If (Access_control is Full(access)) and 

(Authentication is High(authentication)) and (Non-

repudiation is High(Non-repudiation)) and 

(Data_confidentiality is 

High(data_confidentionality)) and 

(Communication_flow is 

High(Communication_flow)) and (Data_integrity is 

High(Data_integrity)) and (Availability is 

High(availibility)) and (Privacy is No(privacy)) then 

(output1 is Ver_High_Secure) (1)                    

 Rule 3. If (Access_control is Mediium(access)) and 

(Authentication is Medium(authentication)) and 

(Non-repudiation is Medium(Non-repudiation)) and 

(Data_confidentiality is 

Medium(data_confidentionality)) and 

(Communication_flow is 

Medium(Communication_flow)) and 

(Data_integrity is Medium(Data_integrity)) and 

(Availability is Medium(availibility)) and (Privacy 

is High(privacy)) then (output1 is Medium_Secure) 

(0.5)   

 Rule 4. If (Access_control is No(access)) and 

(Authentication is High(authentication)) and (Non-

repudiation is High(Non-repudiation)) and 

(Data_confidentiality is 

Medium(data_confidentionality)) and 

(Communication_flow is 

High(Communication_flow)) and (Data_integrity is 

High(Data_integrity)) and (Availability is 

Medium(availibility)) and (Privacy is 

Medium(privacy)) then (output1 is 

very_Low_Secure) (0.8)  

. . . . . .   

and so on. 

(6) 

(7) 

(8) 

(9) 
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4. Results and Discussion 

On the basis of the designed rules and model, the 

security of components can be evaluated. Table 1 

shows input/output details and the membership 

functions used. Following is the configuration of the 

model as implemented in fuzzy logic.  

Name= “component security evaluation model” 

Type = “mamdani” 

Version = “2.0” 

Num Inputs = “8” 

Num Outputs = “1” 

And Method = “min” 

Or Method = “max” 

Imp Method = “min” 

Agg Method = “max” 

Defuzz Method = “centroid” 

Inputs are given according to domain expert opinion 

in command interface of the designed model, for 

example, 

a= readfis ('FIS Model') 

a = name: 'FIS Model' 

       type: 'mamdani' 

       and Method: 'min' 

       or Method: 'max' 

       defuzz Method: 'centroid' 

       imp Method: 'min' 

       agg Method: 'max' 

       input: [1x8 struct] 

      output: [1x1 struct] 

Eight inputs, one relating to each ISO/IEC 18028-2 

attribute, are given to the designed model. 

For example, 

out=evalfis ([0.8 0.7 0.7 0.7 0.8 0.8 0.9 0.8], fismat) 

out =  0.900 

out=evalfis ([0.1 0.2 0.3 0.1 0.2 0.3 0.3 0.2], fismat) 

out =    0.500  

out=evalfis ([0.6 0.1 0.6 0.1 0.3 0.3 0.1 0.2], fismat) 

out =    0.500  

out=evalfis ([0.7 0.8 0.9 0.6 0.7 0.8 0.9 0.7], fismat) 

out =  0.800 

    In table 2, 0.900, 0.500, 0.500 and 0.800 are the 

outputs according to given inputs for four components 

and from this results user can make decision about the 

most secure component. 

 

Table 1. Inputs and output and their membership function. 

[Input1] = [Access 

control] 
 

Range = [0 1], Num MFs=3 

MF 1=  'No(access control)': 'trimf', [0 0.16 .29] 

MF 2=  'Full(access control)': 'trimf', [0.6 0.85 1] 
MF 3=  'Medium(access control)': 'trimf', [0.29 0.45 

0.6] 

[Input2] = 

[Authentication] 

 

Range=  [0 1], Num MFs=3 
MF 1=  'Low(authentication)': 'trimf', [0 0.16 0.30] 

MF 2=  'High(authentication)': 'trimf', [0.6 0.85 1] 

MF 3= 'Medium(authentication)': 'trimf', [0.30 0.45 
0.59] 

[Input3] = [Non-

repudiation] 

 

Range= [0 1], Num MFs=3 

MF 1= 'No(Non-repudiation)': 'trimf', [0 0.16 0.30] 

MF 2= 'High(Non-repudiation)': 'trimf', [0.6 0.85 1] 

MF 3= 'Medium(Non-repudiation)' :'trimf', [0.29 

0.45 0.6] 

[Input4] = [Data 
confidentiality] 

 

Range= [0 1], Num MFs=3 

MF 1= 'No(data_confidentionality)': 'trimf', [0 0.16 

0.30] 
MF 2= 'Medium(data_confidentionality)': 'trimf', 

[0.31 0.45 0.6] 

MF 3= 'High(data_confidentionality)': 'trimf', [0.6 
0.85 1] 

[Input5] = 

[Communication 
flow] 

 

Range= [0 1], Num MFs=3 

MF 1= 'No(Communication_flow)': 'trimf', [0 0.16 
0.29] 

MF 2= 'Medium(Communication_flow)': 'trimf', 

[0.31 0.45 0.6] 
MF 3= 'High(Communication_flow)': 'trimf', [0.6 

0.85 1] 

[Input6] = [Data 
integrity] 

 

Range= [0 1], Num MFs=3 

MF 1= 'No(Data_integrity)':'trimf', [0 0.16 0.30] 
MF 2= 'Medium(Data_integrity)': 'trimf', [0.31 0.45 

0.6] 

MF 3= 'High(Data_integrity)': 'trimf', [0.6 0.85 1] 

[Input7] = 

[Availability] 
 

Range= [0 1], Num MFs=3 

MF 1= 'No(availability)':'trimf', [0 0.16 0.30] 

MF 2= 'Medium(availability)': 'trimf', [0.31 0.45 
0.61] 

MF 3= 'High(availability)': 'trimf', [0.6 0.85 1] 

[Input8] = [Privacy] 

 

Range= [0 1], Num MFs=3 
MF 1= 'No(privacy)': 'trimf', [0 0.16 0.3] 

MF 2= 'Medium(privacy)': 'trimf', [0.3 0.45 0.6] 

MF 3= 'High(privacy)': 'trimf', [0.6 0.85 1] 

[Output1] = [output1] 

 

Range= [0 1], Num MFs=5 

MF 1= 'Low_Secure': 'trimf', [0.2 0.3 0.4] 

MF 2= 'Medium_Secure': 'trimf', [0.4 0.5 0.6] 

MF 3= 'High_Secure': 'trimf', [0.6 0.7 0.8] 

Ble 1MF 4= 'very_Low_Secure': 'trimf', [0 0.1 0.2] 

MF 5= 'Ver_High_Secure': 'trimf', [0.8 0.9 1] 

Table 2. Inputs and output.

Component ID Access control Authentication Non-repudiation Data confidentiality Communication flow Data integrity Availability Privacy Output 

C1 0.8 0.7 0.7 0.7 0.8 0.8 0.9 0.8 0.9 

C2 0.1 0.2 0.3 0.1 0.2 0.3 0.3 0.2 0.5 

C3 0.6 0.1 0.6 0.1 0.3 0.3 0.1 0.2 0.5 

C4 0.7 0.8 0.9 0.6 0.7 0.8 0.9 0.7 0.8 

  From the results provided in Table 2, the output for 

component C1 is highest (that is, 0.9), which shows 

that it is the most secure component according to the 

attributes defined in ISO/IEC 18028-2. This output 

guides the decision(s) to be made for the selection of 

secure component.  

5. Conclusions 

A flawless system is needed to evaluate the security of 

software components. Security is an important factor 

of a component to be considered while selecting 

software components for component based software 

engineering. There is a huge library of software 

components which are available off-the-shelf, but most  
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of them fail or do not maintain the satisfactory level 

working due to the lack of availability of security 

details. This research shows that the proposed 

methodology, which is based on ISO/IEC 18028-2 

security attributes, is useful in situations of uncertainty 

and ambiguity, thus helping to select the most secure 

software component. 
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