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Abstract: As the amount of data that is being generated and processed continues to grow in both volume and complexity, data 

security has become a critical problem. As cloud computing, Internet of Things (IoT) devices, and sophisticated cyber threats 

continue to grow in popularity, it is necessary to preserve data security through a multidimensional approach that can adapt to 

the ever-changing risks and technology. Prominent cryptographic algorithms primarily focus on ensuring confidentiality. To 

address additional parameters, it is necessary to explore algorithms such as signature algorithms for authentication and another 

algorithm for integrity. Here we introduce the novel approach of securely utilising the Transport Layer Security/Secure Socket 

Layer (TLS/SSL) protocol with a modified Elliptic Curve Cryptographic (ECC) algorithm which supports the security parameters 

of confidentiality, authentication and integrity. The main functionalities of establishing the secure connection after the 

Transmission Control Protocol (TCP) initiation, the handshake process, like cipher suite, authentication and generating a secret 

key for encryption use the novel modified ECC method with fewer steps when compared to existing TLS/SSL using Rivest Shamir 

Adleman algorithm (RSA) and other symmetric cryptographic algorithms. The performance is improved by leveraging the 

computational arithmetic over Elliptic Curve (EC) points for key generation with the Chinese Remainder Theorem (CRT) 

combined with double and add implementation and the effective hashing algorithm. Additionally, it offers enhanced resistance 

to Power Analysis Attacks (PAA) and Side Channel Attacks (SCA). Also, it has been demonstrated that the overall performance 

surpasses the current state of the art in existing solutions. 
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1. Introduction 

With speedier communication technologies, data 

security and privacy in transit are crucial concerns. Data 

confidentiality, computation and communication costs, 

and security concerns must all be taken into account 

[20]. Although there is a significant increase in data 

handling these days, secure data management is still a 

huge task. There are a lot of secure data handling 

solutions on the market today that don’t fully adhere to 

security principles [11]. When compared to other public 

key methods such as Rivest Shamir Adleman algorithm 

(RSA), Diffie-Hellman, Digital Signature Algorithm 

(DSA), and others, Elliptic Curve Cryptography (ECC), 

which was developed by Miller [26] and Koblitz [18], 

offers the highest level of security. ECC uses a small 

length key although ECC offers robust security, its lack 

of authentication and integrity makes it unsuitable for 

real-time scenarios. ECC encryption is often performed 

on Elliptic Curve )EC( points, or text messages that have 

been converted into EC points. The cipher text is then 

created by simply adding the random variable that was 

created by the sender. It does not authenticate the sender  

 
because the randomly generated value is used for 

encryption [30], it does not offer the message’s integrity 

either. We created a revolutionary ECC-based 

encryption method that supports confidentiality, 

authentication, and integrity all at once because security 

parameters like these were lacking. 

1.1. Elliptic Curve Overview 

ECC is an asymmetric cryptographic algorithm that 

offers enhanced security even with smaller key sizes 

when compared to other algorithms [13]. The security 

level provided by a 160-bit key length in ECC is 

comparable to that of a 1028-bit key length in RSA [33]. 

The invention of Shor’s algorithm for prime 

factorization has resulted in a reduction of security in 

RSA, highlighting potential threats. The symmetric key 

encryption algorithm, such as Advanced Encryption 

Standard (AES), provides high security; however, it 

suffers from performance issues when it comes to key 

exchange between the sender and receiver, and it is also 

vulnerable to Man In the Middle Attack (MIMA). 

Conversely, the application of ECC algorithms such as 
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(1) 

(2) 

(3) 

(4) 

(5) 

(7) 

(6) 

ECC, Elliptic Curve Diffie Hellman algorithm (ECDH), 

and Elliptic Curve Digital Signature Algorithm 

(ECDSA) effectively mitigates threats due to the 

complexities associated with Discrete Logarithmic 

Problems. 

The Weierstrass Equation (1) for elliptic cubic curve 

[13, 19]  

𝐸: 𝑦2 + 𝑎1𝑥𝑦 + 𝑎3𝑦 = 𝑥3 + 𝑎2𝑥2 + 𝑎4𝑥 + 𝑎6  

With a1, a2, a3, a4, a6 ∈K and K is the point on EC field. 

In general, the simplified ECC equation derived from 

Equation (1) is  

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 

And the singularity exists if and only if, 4a3+27b2=0. Let 

Ep(a, b) be the simple curve representation and p∈Z={0, 

1, 2, ...p−1}.The point P=(xp, yp) is the curve point 

proving the curve Equation (2). Form Equation (2), for p 

>3, then 

𝑦2 = (𝑥3 + 𝑎𝑥 + 𝑏 )𝑚𝑜𝑑 𝑝 

1.2. Properties of Cubic Curve Group 

 Cycle property: an EC is said to be cycle if satisfies 

the finite group property like closure, associative, 

identity, inverse, and commutative. 

 Galois field property: it is created by Galois [17], and 

is defined as the finite elements represented as GF(Pn) 

where Pn be a prime or power of 2. 

 Order property: number of points on curve (n) is 

called order property and it varied from  

𝑝 + 1 − 2√𝑝 𝑡𝑜 𝑝 + 1 + 2√𝑝 

 Discrete logarithm property: in RSA, modular 

multiplication corresponds to the addition operation 

in ECC, whereas modular exponentiation is 

analogous to multiple additions. It is essential to 

pinpoint a “hard problem” that parallels the task of 

factoring the product of two prime numbers or 

computing the discrete logarithm [17, 19] to develop 

a cryptographic system based on EC. From the EC 

points, Equation (5). 

𝑄 =  𝑘𝑃 𝑤ℎ𝑒𝑟𝑒 𝑄, 𝑃 ∈  𝐸_𝑝 (𝑎, 𝑏) 𝑎𝑛𝑑 𝑘 <  𝑃 

Computing Q from k and P is relatively straightforward, 

whereas determining k from Q and P presents significant 

challenges. The problem at hand is the EC discrete 

logarithm problem. In RSA, modular multiplication 

corresponds to the addition operation in ECC, whereas 

modular exponentiation is analogous to multiple 

additions. It is essential to pinpoint a “hard problem” that 

parallels the task of factoring the product of two prime 

numbers or computing the discrete logarithm [17, 19] to 

develop a cryptographic system based on EC. From the 

EC points, the equation Q=kP where Q, P∈Ep(a, b) and 

k. 

1.3. Galois Field of Cubic Curve  

The GF(Pn) is an exceptional representation of a finite 

bounded grouping of elements. There are two methods 

of defining GF.  

𝐺𝐹(𝑃𝑛) = {
𝐺𝐹(𝑃)𝑤ℎ𝑒𝑛 𝑛 = 1 and 𝑃 is prime

𝐺𝐹(2𝑛)𝑤ℎ𝑒𝑛 𝑃 = 2 or power of 2.
 

In general, the polynomial of degree n-1 for GF is given 

as follows.  

𝐺𝐹(𝑃𝑛) = ⋃ {
∫ 𝑝

𝑝−1

𝑝=0

𝑝𝑛 + 𝑝 − 1

𝑛−1,

𝑛=1

 𝑛 ∈ 𝑍+ 

The paper is organized as follows. Chapter 2 presents the 

foundational laws and the point arithmetic associated 

with ECC. Chapter 3 provides a comprehensive 

literature review along with an identification of the 

existing research gap. Chapter 4 provides an in-depth 

examination of the proposed algorithm, while chapter 5 

presents the performance analysis, results of the 

proposed work, and an assessment of security against 

potential threats, concluding with a discussion on future 

work. Table 1 illustrates the expansion of various 

notations utilized in the paper. 

Table 1. Notations and usages in the proposed work. 

Symbol Expansion 

CRT Chinese Remainder Theorem 

CIA Confidentiality, Integrity, Authentication 

TLS Transport Layer Security 

FPGA Field Programmable Gate Array 

Ep(a, b) Elliptic Curve 

Pi ith point 

P, Q, R Points 

(xp, yp) Point representation on Elliptic Curve 

GF(Pn) Galois Field 

G Generator point 

∆ Slope (Calculate distance between points) 

‘O’ Point at infinity 

XOR Binary Operation 

SSL Secure Socket Layer 

TCP Transmission Control Protocol 

RSA Rivest Shamir Adleman algorithm 

DSA Digital Signature Algorithm 

ECDH Elliptic Curve Diffie Hellman Algorithm 

ECDSA Elliptic Curve Digital Signature Algorithm 

ASCII American Standard Code for Information Interchange 

≅ Congruent 

PA, PB or KA, KB Public key  

na, nb Private key  

(C1, C2) Cipher text pair 

Ca, M1, M2 Parameters of Chinese Remainder Theorem 

2. Elliptic Curves Point Arithmetic 

The fundamental arithmetic operations of EC are point 

addition and Point Multiplication (PM). Addition is 

possible only if the points coordinates are different, and 

point doubling otherwise called PM is possible if point 

coordinates are same [18, 19, 26]. 

2.1. Primitive Law of Point Addition  

The addition property defined as follows,  

1. If X1=0, then X1+X2=X2, the same for X2=0. 

2. If X2=-X1, then X1+X2=0. 

3. If X2=X1 then X1+X2=X3=(a3, b3) with a3=∆2-2a1 and 
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b3=∆(a1-a3)-b1 for ∆=
3𝑎1

2+E.𝑏

2𝑏1
. 

4. If X2!=X1 then X1+X2=X3=(a3, b3) with a3=(∆2-a1-a2) 

and b3=∆(a1-a3)-b1 for ∆=
(𝑏1−𝑏2)

(𝑎1−𝑎2)
. 

2.2. Primitive Law of Point Multiplication 

PM also known as scalar multiplication, is represented 

by the Equation X=kP, which is the addition of point P 

by itself k times. For k times, X=(P+P+P+⋯+P). The EC 

points arithmetic point addition and point doubling are 

graphically represented in Figure 1. 

Various researches have been taken out in order to 

reduce the overall time complexity of EC algorithm. 

Normally EC time complexity depends only on the point 

arithmetic, especially for PM. There are various PM 

implementations in order to reduce the time complexity. 

 

Figure 1. EC point arithmetic. 

Hankerson et al. [13] employed a method called 

“double and add,” which uses the traditional way to 

calculate Equation (2). For a representation of m bits, the 

average of (m/2) additions and (m) doublings is required. 

Multiplication can be calculated in a set amount of time 

using the montgomery ladder algorithm, which was first 

presented by Joye and Yen [15] and Ahmadi et al. [1]. 

This algorithm utilizes two registers, R0 and R1, based 

on the bit representation of k. When ki is equal to 0, R1 

is employed for point addition and R0 for point doubling. 

R0 and R1 are utilized interchangeably when ki equals 1. 

A Non-Adjacent Form (NAF) representation utilizing 

direct doubling alongside a fixed-base comb technique 

was proposed by Tsaur and Chou [38]. In instances of 

multiple doubling, this facilitates efficient calculation of 

the table. An advanced approach employing a width-w 

NAF representation along with an alternative pre-

computation table format was presented by Mohamed et 

al. [27]. Implementing an intelligent look-up table in 

conjunction with Mohamed et al.’s [27] method, Seo et 

al. [36] offer a strategy for efficient scalar multiplication. 

In order to compute scalar multiplication with less group 

addition operations, this structure generates successive 

zero-sequences more frequently. This characteristic is 

formed by analysing the w-NAF behaviour and 

evaluating secret scalars, k, which are provided by the 

blum-blum-shub random number generator. One method 

for quick scalar multiplication, proposed by Gallant et al. 

[10], makes use of the curve's endomorphism. To make 

calculating k1 and k2 easier, this feature incorporates the 

Standards for Efficient Cryptography Prime 256-bit 

curve Koblitz-1 (SECP256K1), which consists of λ and 

Η. The average number of m/2 point doublings and 3m/8 

point additions needed for this strategy is 3. The average 

number of point-additions is reduced to m/4 when the 

Joint Sparse Form (JSF) [6] of k1 and k2 is followed. 

The Dynamic Binary Neural Network System (DBNS), 

or double-based number system, was proposed by 

Dimitrov and Cooklev [8]. There are no workable 

applications that result from the scalar multiplication 

representation. For integers between 40 and 50 bits, the 

approach works, but it takes exponentially long time. 

Similarly, this DBNS makes use of binary and ternary 

structures within a hierarchical tree-based 

implementation. In its expanded version, Directed 

Acyclic Graphs (DAGs) are used to implement DBNS. 

An improved DAG approach, called the L-T technique 

[6], has been used, leading to a considerable decrease in 

time complexity. Another technique that has been 

suggested using the Residue Number System (RNS) 

implementation is the tree-based L-T algorithm. We 

offer a new approach that combines the double-and-add 

method with the CRT. 

2.3. Chinese Remainder Theorem (CRT) 

By first reducing larger integers to smaller ones using 

divisors, the theorem can be applied to get the original 

number [9]. When divisors are coprime, this becomes 

feasible. It was finished in 1247 by Qin Jiushao after 

being described in 1236 by Sun Zi, a CRT We can 

examine finite sequences of integers, characterize 

dedekind domains, and apply the CRT in cryptography 

methods. In other words, we can create a unique solution 
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to the system x c(mod pq) by combining two equations, 

and x b(mod q), where p and q are separate moduli. When 

handling big integers, the inverse approach is easy as pie. 

The inverse approach explains that, given a big x ∈Z_pq 

we can simplify it by reducing it modulo p and x modulo 

q, resulting in a pair of equations such as x a(mod p) and 

x b(mod q). Then, we can find the answer by solving for 

y as aqq_1+bpp_1(mod pq), and y will fulfill the 

solution. Since a and b are relatively small in comparison 

to x, our suggested approach uses (a, b) instead of (x) to 

perform the necessary computations, and then returns the 

result in terms of (x). This is done for x∈Z_pq which is 

used for scalar multiplication in text to point conversion. 

For many algorithms, including the EC method, this will 

significantly shorten the time it takes to do scalar 

multiplication. 

3. Related Work 

3.1. Literature Review 

To lessen the load on LoRaWAN power supplies, 

Puckett et al. [29] presented cryptographic methods 

based on hardware. All three functions-encryption, 

decryption, and digital signature generation-are housed 

in the cryptographic coprocessor. Each node’s total 

energy consumption is drastically cut because this 

configuration is hardcoded during production and cannot 

be changed. In order to decrease energy consumption, 

every node makes use of several cryptographic methods, 

such as AES, ECC, and Secure Hash Algorithm (SHA). 

Computing complexity increases due to differences in 

key setup for cryptographic approaches in 

implementations. 

Oladipupo et al. [28] suggested a way to construct a 

Wireless Sensor Network (WSN) that does away with 

sensor clustering and instead makes use of multicore 

wireless sensor nodes. A variety of Elliptic Curve 

Cryptographic methods, such as ECC, ECDSA, Elliptic 

Curve Cryptography Diffie-Hellman (ECCDH), etc., are 

employed to attain the safe communication. In order to 

strengthen security, Han et al. [12] introduced a new 

protocol for key agreement and multifactor 

authentication that makes use of symmetry key 

cryptographic algorithms that perform XOR operations. 

The Industrial Internet of Things (IIoT) security holes in 

the Rafique et al. [31] multi-factor authentication 

protocol are also made possible by this. 

A novel protocol for authentication and key 

agreement was developed by Chen et al. [5]. This 

protocol makes use of the ECC method for encryption 

and decryption, which uses a hash function. The XOR 

operations on point arithmetic and the randomly 

generated numbers used to designate time to send and 

receive encrypted data help with all of this. The key 

regeneration, however, necessitates extensive 

implementation-level complexity. Li et al. [24] 

presented a biometric implemented authentication 

technique that uses ECC in conjunction with fuzzy 

extractors and biometric hashing. They provided the 

proof that, the protocol has a very low likelihood of 

being attacked. 

In order to circumvent the risks associated with WSN 

Wu et al. [41] suggested a novel approach to key 

generation for ECC algorithms based on the beta gamma 

function, [39] key generation becomes extremely 

laborious when dealing with extremely big numbers. 

Additionally, there is no determinism in ECC encryption 

using beta gamma key generation. An innovative 

approach to ECC was introduced by Dabholkar and Yow 

[7] for use with networked wireless sensor devices that 

have limited memory and power. This approach relies on 

a finite field curve, f(2^n), and requires fewer processing 

resources suggested a method contains three-factor of 

authentication that generates keys. Additionally, the 

suggested technique encrypts data using AES, making 

safe key management challenging in WSNs. In order to 

increase the security of data transfer across an 

unprotected channel, Rafique et al. [31] suggested a 

certificateless protocol that uses symmetric key 

algorithm with XOR Boolean function and hashing to 

establish that the protocol is secure. Additionally, it has 

been demonstrated that, although it is quite safe for data 

transmission over an unsecured channel, password 

guessing attacks are possible due to the long key length 

and the difficulty of securely encrypting symmetric keys. 

Shuai et al. [37] brought in an innovative secure 

authentication technique that eliminates the password 

recognition database by using Rabin cryptosystem 

integrating with forward anonymity for IIoT systems. 

The intensive evidence on a study indicates that it 

provides the required functional and security 

characteristics. With comparison to analogous 

stratagem, it attains an optimal security-efficiency 

balance that is perfect for practical applications. Zhang 

et al. [43] brought in a novel method that adds 

multifactor authentication with blockchain technology to 

improve the security robustness of multiparty 

interactions across devices across many domains. The 

various qualities are depicted as random integers, then 

getting converted as key materials. 

Saba et al. [34] proposed a blockchain methodology 

that is encrypted for supercomputing within the context 

of big data. To safeguard real-time activities associated 

with financial transactions by utilizing the services 

dynamically provided by the Software Defined 

Networks (SDN), the model was designed. Bag et al. [4] 

proposed a hardware micro-program technique that 

demonstrates reduced consumption of resources in 

comparison to existing technique in Field-

Programmable Gate Array (FPGA), which offers 

improved programming flexibility. It employs redundant 

numerical arithmetic requires only 2×506 slices on the 

Xilinx Virtex-7FPGA. Saha et al. [35] offer a secure 

protocol utilizing ECC, designed to facilitate multicast 

and broadcast of Internet of Things (IoT) data. The 
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proposed communication protocol has been shown to 

perform well regarding computation overheads, along 

with functional features. Ren et al. [32] offers an 

efficient protocol for authentication asymmetric key 

management in LEO-terrestrial networks, incorporating 

ECC. This protocol mitigates the limitations identified in 

previous studies, significantly decreases the 

computational burden on client-server, and presents a 

novel methodology for the updating the session keys. 

This security evaluation for interacting necessitates the 

application of both formal and informal analytical 

techniques. Al-Khaleel et al. [3] offered a novel 

approach for IoT devices utilizing the FPGA-pair based 

ECC, characterized by their lightweight design and 

efficient behaviour. One ECC based processor operates 

in parallel, providing increased speed, whereas the other 

functions serially, resulting in a more compact design. 

Zhang et al. [42] implemented a novel authentication and 

key agreement system utilizing the physical function in 

conjunction with the chameleon function, demonstrating 

enhanced effectiveness. The overheads in gateway are 

maintained by the system at a controllable level, 

ensuring minimal impact on parties involved for 

authentication. The implementation of device anonymity 

is contingent upon basic operations such as hashing and 

XOR. A comprehensive security analysis was performed 

using the ProVerif tool, BAN logic, and the widely 

accepted real-or-random model. Kwon et al. [21] present 

a multi-domain authentication technique utilizing 

consortium blockchain to ensure safe and constructive 

V2G services, the protocol employs XOR operators and 

hash functions to facilitate lightweight intra domain 

authentication mechanism. This protocol ensures safe 

cross-domain authentication through the integration of 

ECC and Physical Unclonable Function (PUF) which 

can lead to increased confidence and enhance effective 

communication. Kenioua et.al [16] proposed a novel 

method of securely transmitting the signals for vehicle 

positioning of the autonomous vehicles. This approach 

is based on the leader control one, such that, the group of 

the vehicle will be operated based on the signals given 

by the leader. If the leader vehicle signal is hacked and 

the entire system gets collapsed.  

Three approaches are employed to optimize the area-

efficient hardware design introduced by Aljaedi et al. [2] 

for executing the elliptic-curve PM operation over 

GF(2^233): To perform multiplication of two 

polynomials with clock cycle overhead, the following 

steps are implemented: 

1. A bit-serial-based booth polynomial multiplication 

architecture is utilized. 

2. The arithmetic unit incorporates a single modular 

adder, booth multiplier, and square block. 

3. The computation of modular inversion is achieved 

through the use of the implemented square and booth 

multiplier circuits. 

3.2. Research gap in the Existing System 

The literature presented in section 3.1, several problems 

and research gaps within the environment were 

identified. The ECC algorithm supports high 

confidentiality; however, ECDSA is needed for 

authentication, this entails high computational 

complexity. Therefore, it is necessary to modify ECC to 

decrease this computational complexity and enable 

authentication support. 3.2 An enhanced algorithm is 

required to effectively utilize the TLS protocol.  

3.2.1. Elliptic Curve Cryptography Algorithm for 

Encryption but no Authentication 

The public and private keys, along with the required 

other public parameters and the actual text message all 

to be encrypted, are specified as follows: Alice transmits 

a message to Bob.  

 Encryption: (C1, C2)=(Pm+kPB),(kG) given that the 

message Pm is encrypted with Bob’s public key, 

which is accessible to everyone, there is a lack of 

authentication to ensure that Alice is the one sending 

the message. However, we can achieve a high level of 

confidentiality, as k is the random number that is 

exclusively known to the sender. 

 Decryption: Pm= C1-n_B C2= Pm+kP_B–n_B kG= 

Pm+kn_B G-kn_B G= Pm. Note that the message is 

decrypted by Bob with his own private key applied. 

Therefore, the current algorithm ensures 

confidentiality but fails in authentication. 

3.2.2. Need of Cryptographic Algorithms for 

Efficient Utilization of Transport Layer 

Security 

TLS is the highly secure encrypted protocol, which is 

operated at the higher layer of the TCP. It is designed to 

construct an encapsulated tunnel for securely transmit 

the sensitive information between two communicating 

parties, thereby preventing unauthorized access or 

eavesdropping by hackers or other malicious entities. 

The process of establishing a secure connection in the 

communication involves three distinct steps. The 

processes involved include the TCP handshake, 

verification of certificates, and exchange keys. The 

current implementation is TLS 1.3, which offers the 

fastest handshake process with a streamlined approach to 

certificate verification. During the key exchange phase, 

various algorithms are employed for specific functions, 

[1] such as RSA for ensuring confidentiality, ECDH for 

facilitating key exchange, and Message Authentication 

Code (MAC) for providing message authentication and 

integrity [22, 23]. These algorithms are essential for 

establishing a secure communication. Wang et al. [40] 

proposed a three-level implementation in TLS protocol 

to change from synchronous to asynchronous, but using 

the same existing cryptographic algorithms in three 

steps. Several vulnerabilities found in remote attestation 
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and attested TLS using the secure tool called ProVerif 

[40] due to the existing usage of the algorithm in three 

steps. The proposed algorithm is applicable to various 

security principles and by making it highly applicable for 

the TLS protocol compared to other algorithms currently 

in use. 

4. Proposed Methodology 

The overall process implemented for secure data 

transmission between Alice (sender) and Bob (receiver) 

using modified ECC algorithm is given in Figure 2. The 

plain text is considered as the message or data need to be 

securely transferred, and it should be converted into the 

elliptic curve points using CRT based ECC point 

conversion algorithm presented Menandas and Christo 

[25]. The detailed description of the modules represented 

in Figure 2 (rectangular box) are:  

 Declaration of public parameters and key generation 

using CRT. 

 Initial setup for authentication. 

 Modified elliptic curve encryption. 

 Authentication and integrity check. 

 

Figure 2. The overall architecture for secure data transmission using 

modified ECC algorithm. 

4.1. Public Parameters Declaration and 

Generating Key Pair 

Select the elliptic curve Ep(a, b) from Equation (2) 

y2=x3+ax+d, where x, y, a, b are real numbers, and the 

values of 𝑎, 𝑏 should satisfy the Equation (4) a3 +27b2 

mod p≠0, also choose the generator point of elliptic curve 

G(x, y) such that, the order of the curve should be 

maximum. Therefore, the public parameters are, Ep(a, 

b), G(x, y). 

Each identity involving the communication must do 

1. Choose nA be the very larger value. 

2. Choose the CRT value CA such that which can be 

large enough and possibly of two prime moduli. Let 

CA=M1×M2. 

3. Calculate  

KA1 =nA mod M1, KA2 = nA mod M2 

4. Calculate public key 

KApub = KA1· G · KA2 · G 

5. Private key KApri = KA1+KA2 

6. To keep KApri as private key and distribute KApub to 

communicating parties. 

Step 1 to 6 are the key generation for Alice (say A for 

sender), the same steps done by all communicating 

parties involving it. 

4.2. Initial Setup for Integrity and 

Authentication  

The integrity is used to prove the correctness of the 

message/data ensure that the transferred message is not 

altered under any cause. Hash algorithms are involved 

to prove the identity of the transferred information. Here 

we used a simple hash algorithm called SHA-256, 

which calculates a fixed length message digest 

irrespective of the length of the message. In our 

proposed algorithm, hash value is directly calculated 

from the original plain text, and encrypted hash value 

separately by senders public key, and message along 

with the hash value is again encrypted by receivers 

public key and senders private key to obtain 

confidentiality,  

4.3. Modified Elliptic Curve Encryption 

The message needs to be transferred to the receiver to be 

converted into EC Ep(a, b) of points, using CRT [25].  

Let Pm be the message, represented as a set of 

characters, Pm=(Pm1, Pm2, ... Pmn), for every Pmi∈ Pm to 

be converted into point Pi (x, y) and hence.  

𝑃(𝑥, 𝑦)  =  (𝑃1(𝑥, 𝑦), 𝑃2(𝑥, 𝑦), . . . 𝑃𝑛 (𝑥, 𝑦)) ↔  𝑃𝑚 =
(𝑃𝑚1, 𝑃𝑚2, . . . 𝑃𝑚𝑛) 

∀ Pi(x, y) do: 

1. Calculate H(mi)←Hash(Pmi)  

2. Calculate T1=KApri×H(mi) //an integer 

3. Calculate T1(x, y)= T1×KBpub //point 

4. Calculate C1(x, y)=Pi(x, y)+T1(x, y) 

5. Calculate T2(x, y)=KApub ×H(mi) //point 

6. Calculate C2(x, y)=T2(x, y)  

Hence the calculated cipher text point, 

𝑃𝑖 (𝑥, 𝑦)  →  (𝐶𝑖1(𝑥, 𝑦), 𝐶𝑖2 (𝑥, 𝑦)) 

4.4. Modified Elliptic Curve Decryption  

The cipher text pair (C1, C2), first to extract the key to get 
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plain text from C2 by multiplying the receivers private 

key then subtract the result from C1. For each (Ci1(x, y), 

Ci2(x, y)) do: 

1. Compute T1=KBpri×Ci2(x, y) 

2. Compute Pi(x, y)=Ci1(x, y)−T1 

The formal proof of getting the plain text as follows,  

Pi (x, y) = Ci1(x, y) –KBpri ×Ci2(x, y)=Pi (x, y) + KApri × 

H(mi) ×KBpub – KBpri × Ci2(x, y)=Pi (x, y) + KApri × H(mi) 

×KBpub – KBpri × KApub× H(mi)= Pi (x, y) + (KA1+KA2) × 

H(mi) × (KB1+KB1) × G – (KB1+KB1) × (KA1+KA2) × G 

× H(mi) = Pi (x, y) + (KA1+KA2) × (KB1+KB1) × G × 

H(mi) – (KB1+KB1) × (KA1+KA2) × G × H(mi) = Pi (x, y) 

4.5. Authentication and Integrity Check 

After the decryption of the message, the integrity of the 

message is evaluated to ensure that the received message 

is not changed during transmission. The checking of 

authentication and integrity as follows, 

1. Calculate H(m)←Hash(m)  

2. Calculate H(m)×KApub↔(x’c2, y’c2)=H(m)×(xKApub, 

yKApub)=(xc2, yc2) 

3. Verify that xc2=x’c2 and yc2=y’c2 for proving integrity. 

The pictorial presentation of proving authentication and 

integrity is given in Figure 3. It includes the actual 

decryption given in section 4.4. After getting the 

plaintext, the same hash algorithm applied to get the 

message digest and encrypt with senders public key then 

verify with the second part of the received cipher text. 

 

Figure 3. Authentication and integrity check after decryption process 

by the receiver. 

Figure 4 shows the utility of modified ECC in 

connection establishment of TLS/SSL. After the 

connection establishment, checking certificate, key 

exchange and data transmission are done by the same 

modified ECC proposed algorithm with reduced steps. 

Also the same algorithm will support confidentiality, 

integrity and authentication which all needed in 

TLS/SSL protocol. 

The existing protocol uses the session key (symmetric 

key) for secure data transmission, instead we can use the 

pair of key for authentication and integrity. 

 

Figure 4. Flow diagram of connection establishment in TLS/SSL using modified ECC algorithm

4.6. Implementation of Key Generation in 

Modified ECC using CRT 

The strength of the ECC mainly depends on the discrete 

logarithmic problem, such that the selection of the single 

variable na should be very large, and the prime factor of 

the elliptic curve Ep(a, b) also very large. To manipulate 
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the ECC algorithm with large numbers gives more 

complex, hence the utility is low in day today 

applications. To increase the utility of ECC, we 

introduced CRT, to process the larger numbers in an easy 

and efficient manner. That is reducing the larger value to 

the smaller one, based on the selected Chinese theorem 

value (Ci), process with smaller numbers and bring back 

the original value. With this time complexity is reduced 

and strength of the algorithm getting increased.  

Also, there are several methods of doing point 

arithmetic with reduced loops, here we choose double 

and add method for performing point arithmetic 

(scaling). By combining the CRT and double and add 

method, we can highly reduce the number of loops, with 

the parallel execution of Chinese remainder two prime 

moduli.  

The implementation is as follows, 

1. Let na be the larger value selected as secret, and based 

on the Ca it is converted into smaller value like:  

M1=na mod m1, M2=na mod m2 where  

Ca=m1×m2 and M1, M2<na, the private key is (M1+M2) 

and public key is (M1G+M2G). 

2. Convert M1, M2 in to binary→(M1)2, (M2)2. 

3. Find the common prefix of (M1)2 and (M2)2.  

Let it be Com-Prefix ((M1)2 and (M2)2). 

4. Now apply double and add method, leave the first 

digit of Com-Prefix ((M1)2 and (M2)2). 

5. Set result=G. 

6. for every digit(i) do 

If i==1 then, result=point-double (result), 

result=result+G 

Else result=point-double(result) 

7. Continue remaining digits of ((M1)2 and (M2)2) 

separately. 

Figure 5 shows the implementation with sample number. 

 

Figure 5. Simple example for generating keys using CRT and double and add method. 

5. Execution and Performance Analysis 

The performance of the proposed algorithm analysed 

with the simple database application (bio-data of medical 

card). The front end is implemented with python, and the 

Microsoft excel is used as the database storage. The 

implementation is being conducted using sublime text 

version-3 on a Lenovo think book laptop model 

equipped with an Intel CORE i5 processor running at 

2.20 GHz and 16 GB of RAM. The system utilizes a 192-

bit key size as per the recommendations of National 

Institute of Standards and Technology (NIST) for 

Elliptic curve parameter implementation. This setup 

ensures optimal performance and compliance with 

industry standards for secure cryptographic operations. 

5.1. Sample Input and Output 

Figure 6 shows the input to modified ECC algorithm, 

contains the patient details. When we save the patient 

details, it is converted into the cipher text, and stored in 

the database. The format of the database after pressing 

SAVE button is given in Figure 7. That is the size of 

every field is very large, as shown the first name itself 

alone. For remaining fields of the first part of the cipher 

text alone is given in Figure 7.  
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Figure 6. Sample input (we have taken a simple database application-medical card details). 

 

Figure 7. Database contents after encryption. 
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Figure 8. Getting original text after decryption. 

To view the patient report, by decrypting the 

encrypted details using patients’ private key, after 

decryption the report is generated and shown in Figure 

8. The given plain text called patient demographics, is 

initially converted into corresponds ASCII values. These 

ASCII values are represented in CRT. After encryption, 

the plain text points are transformed into cipher text 

points, which are then decrypted back to the original 

plain text points. Thus, the encryption and decryption 

process successfully preserve the integrity of the plain 

text message. The obtained values correspond to the 

selected Generator value, if the generator value changed 

and the input text remains the same, the cipher text varies 

accordingly. Similarly, different values yield distinct 

cipher texts. These cipher texts are then transmitted to 

the receiver for decryption and further processing. The 

implementation demonstrates the robustness and 

scalability of modified ECC for securing 

communications in resource-constrained environments, 

such as IoT-enabled healthcare systems. The use of 

smart cards and efficient cryptographic algorithms 

ensures the confidentiality and integrity of sensitive 

patient data transmitted over the network. 

5.2. Computational Complexity of Proposed 

Algorithm  

The computational complexity of proposed modified 

ECC algorithm is shown in Table 2. The length of elliptic 

curve prime value is 58, the length of the input pain text 

is 24, and the chosen CRT value is as large as possible 

and closer the largest elliptic curve point. The modified 

ECC algorithm is executed with the above said 

information module by module and repeatedly. The 

average time is taken in (μs) for every module and given 

in Table 2. It shows that, the overall time taken for CRT 

and double and add method is very less when compared 

to other algorithms. 

Table 2. The computational complexity of the individual module of 

proposed ECC algorithm. 

Name of the 

module 

Curve 

points in 

numbers 

Points to be 

processed in 

numbers 

Time taken 

w/o CRT 

(μs) 

Time 

taken 

with CRT 

(μs) 

Time with 

CRT and 

double and 

add (μs) 

Text to 

points 
24 48 800 300 250 

Encryption 48 49 3200 1300 1100 

Decryption 49 48 3500 1500 1400 

Point to text 48 24 950 700 550 

Integrity 

check 
24 48 2900 1400 1200 

 

 

Figure 9. Time complexity of ECC based algorithms. 

Table 3. The time complexity of modified ECC with existing ECC 

based algorithms. 

Elliptic cubic curve algorithms Encryption in μs Decryption in μs 

ECDSA 8100 7730 

ECC 5850 4780 

Diffie Hellman 7500 7310 

ECC-montgomery ladder 3250 2860 

ECC-double and add 3440 3650 

ECC-CRT (text) 2400 2100 

Modified ECC-CRT double and 

add 
1210 1500 

The overall encryption and decryption time of ECC 

based algorithms shown in Table 3, and the complexity 

analysis compared with existing ECC based algorithm 

with modifies ECC algorithm. In general the PM 

performed with double and add method reduce the 

execution time. But when the CRT method incorporated 

with the double and add method will drastically reduce 

the execution time. The Figure 9 shows the graph 

diagram for comparing the encryption and decryption 
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time of ECC based algorithm and modified ECC 

algorithm. 

5.3. Security Strength 

The security calculation comparison outcome of 

symmetric and asymmetric cryptographic methods 

based on selected key size is displayed in Table 4. ECC 

offers robust security with a short key length, as 

researchers have already demonstrated. However, it 

doesn’t offer integrity checks or authentication. 

Authentication and integrity are demonstrated in our 

suggested approach, making it extremely safe.  

Table 4. Strength of modified-ECC with variable key length. 

Symmetric 

cryptography 

Asymmetric cryptography (keys in bits) 

RSA 
ECC and 

ECDSA 

Built-in 

CIA-ECC 

ECC-CRT based 

double and add 

80 1024 160 160 128 

112 2048 224 192 160 

128 3072 256 224 192 

192 7680 384 256 224 

Figure 10 shows the security strength of modified 

ECC with other algorithms with respect to different key 

size. As we know that, RSA provides strong security for 

larger key size, at the same time ECC based algorithms 

gives similar security strength with small key size. In 

Figure 11 we shows the security strength of only ECC 

based algorithms with different key size. In Figures 10 

and 11, X-axis represents the algorithm, and Y-axis 

represents the variable key sizes. In the graph series in 

different colors indicate that the strength we obtain for 

the specific algorithm corresponds to the key size. 

 

Figure 10. Security strength cryptographic algorithms with variable 

length keys. 

 

Figure 11. Security security strength comparison with ECC based 

algorithms with variable key size. 

Table 5. Security services of ECC-CRT with other algorithms. 

Asymmetric cryptographic algorithms 
Security services 

Data confidentiality Access control Authentication Non-repudiation Data integrity 

RSA √ √ √ √ √ 

Diffie-Helman  √ √  √ 

ECC √ √    

ECDSA  √ √ √ √ 

CRT-ECC √ √ √ √ √ 

 

Regarding security service aspects Table 5, compares 

the performance of the suggested (ECC-CRT) with 

existing asymmetric algorithms. Even though RSA 

integrated with all security aspects, but after the 

invention of Shor’s algorithm for finding prime 

factorization problem, increase serious threats of 

breaking RSA. The overall security strength of ECC 

algorithm is very high when compared to that of RSA, 

also breaking of the discrete logarithmic problem is 

highly hard to compared that of prime factorization 

problem. The overall security services are supported 

only in the modified ECC with CRT, because, the ECC 

does not support authentication because of random 

number is used for encryption, also not support data 

integrity and non-repudiation, also ECDSA do not 

support confidentiality. Hence our proposed algorithm 

ECC-CRT only support all security parameters. 

5.4. Security Threat-Side Channel Attack 

Threats and assaults against edge devices, such as sensor 

nodes, are the primary emphasis of the WSN. These 

nodes must be resistant to threats or attacks due to their 

extremely low resource use [14]. Devices that use the 

elliptic curve method are located distant from known 

security risks associated with the applications. However, 

it also requires additional defence against Side Channel 

Attacks (SCA) like timing and Power Analysis Attacks 

(PAA). Let’s see how the sensor nodes are shielded from 

these attacks by our suggested approach.  

5.4.1. Side Channel Attack 

It always learn from the side channel information 

analysis and trying to find the possible secret 

information and inner working of the algorithm. The side 

channel analysis contains the information about running 

time of the algorithm based on the length of the input bits 

to the generated output, power consumption by the 

processor with respect to the hardware used for different 

input, amount of electromagnetic radiation, and sound 

functions. The timing attack and power analysis attack 

constitutes to be the SCA. 

5.4.2. Timing Attack 

Timing attack is performed by calculating amount of 
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time required for elliptic curve point arithmetic, and 

secure key generations with the respective length. In 

general, the point arithmetic is performed based on the 

bit pattern. Our suggested method divides the input 

according to the value of CRT, allowing for key 

generation, encryption, and decryption to be performed 

without relying on random values. Instead, it utilizes the 

message digest of each input. Consequently, there is no 

chance for attackers to learn the time required to generate 

keys, which means our proposed ECC-CRT is immune 

to timing attacks. 

5.4.3. Power Analysis Attack 

The power analysis attack is performed by learning the 

Central Processing Unit (CPU) power traces, CPU 

electromagnetic radiation and some physical 

observables like various execution time, various power 

consumption and enforced unexpected behaviors. The 

primary implementation of the ECC algorithm is based 

solely on point arithmetic operation. And the study 

demonstrated that a PAA is extremely feasible in ECC 

based algorithms because, the point arithmetic operation 

is executed in a linearly [14]. The objective is to execute 

nG for the specified values of n and point G, through a 

loop that iterates 1 to n. Our proposed ECC-CRT utilizes 

point arithmetic through CRT with the double and add 

method, resulting in varying running times even for 

identical CRT and G values, thereby preventing any key 

information from being extracted via PAA Thus, through 

the process of converting text to points and conducting 

integrity checks, we have implemented the CRT using 

the double and add method. Consequently, we assert that 

our recommended algorithm is resistant to PAA. 

6. Conclusions and Future Work 

Our suggested method is a modified ECC-CRT 

algorithm for secure use in WSN devices integrating 

with all security mechanisms in a single step. We 

demonstrated that our algorithm is devoid of security 

threats such as side channel and PAA by implementing 

point arithmetic through a combination of CRT and the 

double and add method. Also, provides the reduced time 

complexity and strong security even for less key length. 

By the performance comparison our proposed algorithm 

is the best one to reduce the running time utilized in 

TLS/SSL protocol of WSN.  

Future considerations for small scale sensor devices 

must include threats posed by quantum computation. In 

future the novel cryptographic methods require to protect 

ECC based algorithms against post quantum 

computation.  
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