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Abstract: In the era of modern world, organization are preferring to adopt smart solutions for their business tasks and 

managing huge and complex transactions. These solutions are provided through online application infrastructures of Internet 

of Things (IoT), cloud, fog, and edge computing. In the presence of numerous prospects, the selection benchmark for such 

offers becomes vibrant, especially, when there is no supportive platform available. Prevailing approaches provide services by 

evaluating the quality of service parameters, K-Nearest Neighbours (KNN) classifications, k-mean clustering, assigning 

scores, trustworthiness and fuzzy logic techniques on customer's feedback. However, these approaches classically depend on 

seeker’ feedback and do ‘not consider interrelationship between the services. Secondly, these techniques do not follow 

standards derived by well-known organizations like National Institute of Standards and Technology (NIST), International 

Organization for Standards (ISO), and IEEE. Feedback may be self-generated or biased and leading to inappropriate 

recommendation to end users. To resolve the issue, we propose multi agent based approach using service association factor 

that computes interrelationship values among services appearing together in a package as SAFRank and evaluates it on 

standards along with dynamically defined quality of service parameters. It assists seekers to select the best services on their 

preferences from pool of IoT and internet services. The technique is tested on leading cloud vendors and results show that it 

meets the desires of service seekers in all service models in an efficient manner.  

Keywords: Internet services, service selection, service association factor, IoT services. 

Received April 10, 2020; accepted September 16, 2021  

https://doi.org/10.34028/iajit/19/3/2 
 

 

1. Introduction 

Present day innovations in computer industry are 

Cloud Computing (CC), Fog Computing (FC), Edge 

Computing (EC), and Internet of Things (IoT).  

CC offers a number of advantages over traditional 

computing environment like strategic edge, Quality of 

Service (QoS), performance, fault tolerance, 

management, reliability, and above all cost sparing. 

Likewise, distributed computing clients think that it is 

more advantageous to get to their information from 

anywhere paying little heed to the machine and place, 

as information is placed at centre point [1, 2, 11]. CC is 

not handling substantial information proficiently 

especially at the edge of the system’s network. 

FC keeps information and processing near to the 

clients at the edge of network. FC improves the 

flexibility of assets, distinguishing proof of area 

attention to track end clients to encourage portability, 

and furthermore lessen information stack on the edge. 

FC permits shorter potential time, snappy reaction and 

greatest throughput, e.g., smart homes, shrewd 

vehicles, and perceptive networks. The decision of 

virtual innovation, overseeing systems, and security are 

some its restrictions [4, 9].  

EC is a distributed computing that brings computer 

data storage closer to the user [7]. EC allows two 

approaches: 

a) Push from cloud services makes computation power 

on the IoT devices to reduce response time and 

efficient processing power. 

b) Pull from IoT allows to reduce huge data 

transmission over heavy bandwidth networks to the 

conventional clouds [7]. The advantage of EC is 

elaborated in cloudlet (bring the closer cloud data 

center for mobile applications) and clone cloud [21]. 

IoT is making the world smarter by connecting all the 

things together for sharing data. It refers to all objects 

that can be identified by an IP address and have the 

ability to transfer the data over a network without the 

human interaction. Some services of IoT are Health-

care, home-automation, transportation, smart cars, 

environmental monitoring, and smart E-Grid stations. 

These technologies allow computer performance 

measured in terms of accuracy, efficiency, and speed 

of execution to bring the power of processing, 

information stockpiling, modelling of infrastructure, 

platforms, and assets services on the philosophy of 

pay-per-use at the central or remote end close to users’ 

devices. The rapid growth of computing service creates 

a challenge in the selection process of customer’s 
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service, to entail a decision-making problem [10, 12, 

15]. 

This is the fundamental reason that all the cloud 

specialist co-ops are in battle to offer the best service, 

in certainty, they are hustling against time to improve it 

gradually. 

Various services are available from well-known 

providers, e.g. Google, Microsoft, and Amazon. The 

majority of these services are storage, computation 

power, email, platforms. But more than one vendor 

provides them. To face up to find the best service 

among all, it requires evaluation mechanism like 

ranking of services and providers. Besides, the services 

are provided in a package/group/bundle and user has to 

take a complete one that increases the cost, as well as 

other concerns. For instance, Google provides Gmail, 

Google Drive, and Chrome OS. When a user does not 

want all, he/she has to take the whole package, even if 

he/she requires some of them. So, the seeker demands 

for individual or package-less services. Services can be 

provided with the support of an agent. 

The recommended systems are built under different 

approaches to ease the process of service selection. 

Some systems used feedback analysis with the help of 

performance factor, clustering, QoS parameter 

filtration. The K-Nearest Neighbours (KNN) fuzzy 

logics, financial base metrics, cloud workflow based 

constraints resolve the issue for providing best services 

as per user demands. Similarly, Service 

Measurement Index (SMI-Index), Cloud Service 

Provider (CSP) Index and trustworthiness are also 

utilized.  

All these approaches work well in some scenarios, 

but on the same time they are not representing factual 

interrelationships between the services being utilized 

which can be a handy tool for service recommendation. 

The feedback can be biased, fake and self-generated 

[17, 22, 27] and hence so, may mislead the selection 

process.  

We propose a novel approach named SAFRank. 

Service Association Factor (SAF) [18] calculates the 

binding force in the form of interrelationships between 

the services used by the customer and presents precise 

picture of services utilization. It is an extension of SAF 

in which recommendation provided on single service 

request using interrelationship calculation and remains 

silent when user wants recommendation on more than 

two services. SAFRank provides recommendation on 

‘n’ service requests, produces SAF values among all 

services in the repository, and generates services’ ranks 

as well as vendors’ ranks accordingly. It allows user to 

create its own package depending upon requirements. 

The approach also allows new service providers to 

register themselves with the system and view their 

ranking from the perspectives of users. 

Secondly, SAFRank is Multi-Agent System (MAS) 

technique for performing evaluation and assessments 

for recommending appropriate services.  The goal is to 

provide the best quality based CSP and their services 

through MAS as per desires of end user. SAFRank 

provides better information to the new entrants as well 

for selecting individual service, a complete package 

and option to make its own package. 

Further growth of IoT services are increasing day by 

day and in the presence of numerous smart services, it 

becomes hard to select the appropriate service that 

leads to the best suitable for one’s desires. SAFRank 

will help for making accurate decisions for the end 

users. The validation of SAFRank approach is guiding 

by service providers: Google, Amazon, and Microsoft. 

Study’s primary motivation is to assist seekers for 

discovering the best service and its providers as an 

appropriate answer incorporating all positives features. 

Secondly, goal is to provide the best quality based CSP 

and their services through MAS as per desires of end 

user.  

Section 2 explores the related work done so far. 

Selection 3 describes the concept of multiple service 

selection using SAF. Section 4 explains the structure of 

Multi Agent of SAFRank. Results are discussed in 

Section 5. Step by step recommendation process with 

an example is mentioned in section 6. Section 7 

concludes and draw the future research work. 

2. Related Work 

Online resources provide rich information about 

services, but a common user can be unable to find 

precise information on urgent basis [23]. Many 

recommended systems are categorized in [32], based 

on users’ requirements and expectations, employed for 

certain scenarios where more than one option exists. 

Intelligent Business applications (e-business) becomes 

crucial to know the end user requirements. Due to the 

dynamicity and impulsive form of the business 

applications and the data load on Internet, the 

provision of quality is a significant challenge [30, 31]. 

The related work is divided into different sections as 

follows. 

To cope with the said problems, a cloud services 

recommender system [32] optimizes the selection of 

services based on data mining technique of K-means 

clustering. The services are classified into different 

clusters. Each cluster depicts the quality rank of the 

services and are evaluated on the user’s feedback. 

CSRecommender [33] consisting of five main 

components: crawler, cloud service identifier, indexer, 

search engine and the recommender. Crawler identifies 

the undiscovered Web pages to input into the cloud 

service identifier. It caches a copy of every Web page 

visited to prevent repetitive downloading of pages. By 

examining the home page of Cloud service identifier, it 

assigns to a cloud service a scoreboard to keep a check 

whether it is or not a service. Indexer saves a Web 

service into the recommender database when it is. A 

unique ID identifies each service. The Search engine 
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allows user to find cloud services easily based on a 

search term. 

Similarly, MAS [13] applies K-mean clustering for 

evaluation and assessment. It is useful for all types of 

service models of Service (SaaS), Infrastructure as a 

Service (IaaS), and Platform as a Service (PaaS). The 

system also utilizes trust parameters for enhancing its 

recommendation list of services to esteemed clients. 

CloudRank [25] uses adoptive quality of service 

management technique for mobile devices. The system 

performed QoS assessment on service performance 

monitoring through user’s feedback.  

The recommender system based on collaborative 

filtering in [29] uses fuzzy formal concept analysis. 

This approach based on lattice theory provides dataset 

of active users, similar user ratings, and top services. 

Performance base ranking model suggested by 

Sahar [5] for selecting SaaS applications. It applies 

relative service ranking vector and SMICloud [8] 

toolkit and uses performance based quality parameters 

to assess the feedback gathered in tabular form. It 

produces service ranks for selecting best services. 

However, it is not covering other important QoS 

parameters during assessment. 

A ranking-oriented prediction method [24] assists 

the selection of the cloud service, which has the 

highest customer satisfaction. This framework consists 

of two functions for ranking similarity estimation and a 

cloud service ranking prediction that consider 

preferences and expectations of customers. The 

methodology has defined an enhanced Kendall Rank 

Correlation Coefficient (KRCC), which reduces the 

influence of negative customers in the ranking 

similarity calculation.  

Jahani et al.  ARank [10] based on MAS ranks the 

cloud services and uses SMI-Attributes by seeking 

feedback from the existing users who scored each 

attribute. 

Similarly, another MAS approach service selection 

uses semantic ontologies for the evluation of 

parameters and dynamically assessed [17]. Its basic 

target is to provide IaaS architectures. Based on 

inference rules acquires users’ criteria in formal 

methods. 

Performance factor [19] is an agent-based approach, 

which recommends services on user’s feedback using 

quality attributes. The constant company value is used 

to compare the feedback results. The value should not 

be imposing from the vendor’s perspective. 

Intermediary Service Agent Model (ISAM) [28] based 

on MAS for the dynamic selection of cloud services 

uses adaptive learning for recommending services. 

ISAM provides an optimized service selection using 

incentive and forgetting functions in processing. 

A Brokerage-Based approach [6], identifies 

attributes to rank the cloud services. B+ index database 

stores the attributes. Users select the attributes and then 

assign weights to each attribute. Broker Cloud service 

selection presented in [14, 26] defines a set of 

attributes to analyze and assessed different cloud 

service brokers. The evaluation was made with 

multiple service models in a cloud-computing 

environment. The main goal behind the definition of 

attributes was to facilitate the service discovery for its 

customers to select effective services as per their 

requirements and desires. 

The cloud service broker in [7] integrates different 

modules:  

a) Service Discovery. 

b) Matching and Ranking.  

c) Decision-Support. 

d) Service Normalization.  

e) Service Monitoring.  

f) Evaluation. The system also has a cloud service 

repository for the provision of effective 

recommendation. 

SAF [18] recommends services and CSPs on rankings. 

It performs quality of service filtration layered on each 

service before recommending to the seeker. SAF 

presents advantage over other approaches, because it 

calculates the interrelationships rather than the user’s 

feedback. SAF recommends services based on a single 

service request without considers multiple services for 

the recommendation process. 

As of best of our knowledge, the proposed 

methodology of SAF values based on service 

interrelationships is first of its kind, for the evaluation 

of services and CSPs recommendation using ranks. 

3. Multiple Service Selection based on SAF 

Our problem is defined as follows:  

Given: 

 A set of Services S = {S1, S2, …Sn}, where the type 

T of Si can be T= {CC, FC, EC, IoT},  

 A set of Packages P= {P1, P2… Pn}, where Pj can be 

{company, user}, and each Pi= {Sj, …Sk} is a subset 

of S, such that Pi ⊆ S where | Pi | > 0 and Pi 𝝐 Pui 𝐕 

Pci 

 Quality Parameters Q = {Q1, Q2, …, Qn}, 

The goal is to satisfy a user request catered in a set  

U = {S1, S2…Su}  

Where 

U ⊆ S and |U| > 0,  

And the requested quality is 

Qu = {Q1, Q2… Qu}, 

Where  

Qu ⊆ Q 

To achieve this goal, we calculate the Service 

Association Factor (SAF) which considers the 
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interrelationship between two services (Si, Sk) based on 

the frequency of occurrence of them, Equation (1). 
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Where Aik represents the association of Si with Sk and 

Sk = S –Si. SAF values are calculated with other than 

Si.  

Here Si ϵ Pi and n is the total number of packages 

where Si and Sk occurred together. Si is a set of services 

that allows user to request more than one service in its 
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accordingly. 
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Where Aik represents the value of the association 

factor for service Si, w.r.t Sk as mentioned in Equation 

(1). If specific requirement is provided in Si (more than 

one service at a time for seeking recommendation) than 

only one row-based repository is calculated in the form 

of the following set: 

Ri = {Si1, Si2, … Sik} 

Where Ri is the set of all service Sk associated with Si 

 Ranking of Service: To attain service ranking, all the 

associations of service Si are summed together with 

Equation (4). 
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Where SRF represents the rank factor of ith service w.r.t 

‘k’. 

 Ranking of Package: is the average service’s rank 

value of services in a given package. Equation (5) 

calculates it. 
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Where PRF represents the rank factor of Package and 

the total number of services in ‘P’ is ‘n’. 

Ri in Equation (3) is the generated recommendation 

list. Further, quality filtration layer applied on Ri to 

provide the state-of-the-art services. This layer 

contains all quality parameters, for instance, cost 

effectiveness, support, response time, robustness, fault-

tolerance, security, down time defined in Qu as: 

i u Quality_Filter(R , Q )Q i uR   

Where Quality_Filter is the quality filtration layer 

function, i is the total number of services in Ri to be 

evaluated and u in Ru is the total number of quality 

parameters selected by the user. The Quality_Filter 

function filters out all those services, which are not 

meeting the user’s quality standards. 

So, if a repository of all services with SAF is 

maintained then one can seek services of its choice by 

sending request in a set Si and SAFRank recommends 

services having SAF values with Si, in ascending order 

for appropriate selection. 

This technique allows learning the past behavior of 

user, which package or service it has used. When a 

new entrant wants to avail the opportunity, with the 

support of SAFRank, it finds the best available services 

in the market. 

 

Figure 1. Multi-agent structure. 

4. The Structure of Multi Agent System of 

SAFRank 

The process of service evaluation, assessment, and 

recommendation is based on MAS. The user interacts 

with the system through its interface agent and submits 

its request in structured form. Services available in the 

repository are evaluated on said constraints and filtered 

accordingly. In the second step, SAFRank is produced 

for all respective services, which are going to be 

recommended. The agents of the system are User 

Interface Agent, Service Selector Agent, Association 

Generator Agent, Quality Filter Agent and Service 

Recommender Agent, defined as follow: 

 User Interface Agent: allows the user’s 

communication with the system. It provides request 

form to its users for collecting requirement. This 

agent also allows registration to different CSPs and 

services regarding their functionalities and the 

(1) 

(2) 

(3) 

(4) 

(5) 

(6) 



302                                                             The International Arab Journal of Information Technology, Vol. 19, No. 3, May 2022 

adopted mechanism. The end user can also register 

to seek information on time-to-time basis. This 

interface provides the final recommended services 

as shown in Figure 1. 

 Service Selector Agent: is responsible for finding the 

services matched with user criterion. It receives 

requirements from the user interface agent and 

discovers services/CSPs from the repository, which 

are fulfilling the said requirements.  

 Association Generator Agent: is the most important 

part of MAS, identifies the value of interrelationship 

in the form of SAF between the services available in 

the repository. Further, it places SAF values in 

ascending order so that most appropriate service is 

recommended first, having max SAFRank value. 

 Quality Filter Agent: uses defined QoS parameters 

submitted at the time of request. This agent filters 

each service marked by the Association Generator 

Agent and sends the qualified services to the 

recommender agent as shown in Figure 1. 

 Service Recommender Agent: holds the repository of 

usage history in user’s/vendor’s perspective and 

their respective SAFRanks along-with SAF values, 

named as Cloud Package’s Repository. On the 

request made by the user, SAFRanks are shown to 

the users for recommendations. 

5. Results and Discussions 

The ten different services from Google, Microsoft and 

Amazon are available in the repository of the system in 

five different packages as shown in Table 1. 

Table 1. Services’ description in packages. 

Service Description Packages 

S1 Google search 

P1 = {S1, S2, S3, S4, S5} 

P2= {S3, S5, S6, S7} 

P3 = {S2, S3, S5, S7, S10} 
P4 = {S1, S3, S5, S7, S9} 

P5 = {S2, S5, S7, S8} 

S2 Windows Azure 

S3 Gmail 

S4 Google Drive 

S5 Amazon Elastic Compute Cloud 

S6 Amazon Cloud Search 

S7 Amazon Simple Storage Service 

S8 Amazon SES 

S9 Bing 

S10 Chrome OS 

Giving Pi package, all mutual occurrences of Si w.r.t 

other Sj are summed into the cell (Si, Sj) according to 

Equation (1) (See Table 2). This process is repeated for 

all ‘i’ from ‘1’ to the maximum number of services in 

the repository. For instance, the association between S5 

and S8 is counted as ‘4’ and represented in the cell (5, 

7), and similarly, S3 and S5 is also ‘4’ in the cell (3, 5) 

where Cell (x, y) represents as: x=row number and 

y=column number. 

 Table 2 shows SAF of all services coupled in above 

mentioned packages. It is mentioned here that self-

associations are not calculated and are shown as ‘-’ in 

diagonal cells of Table 2. It is also seen that service S3 

and S5 have the maximum association value of ‘4’ and 

similarly S5 and S7 have. The service S4, S6, S9, and S10 

have minimum associations with respect to others. 

Table 2. Calculation of SAF value. 

Services S1 S2 S3 S4 S5 S7 S8 S9 S10 S13 

S1 - 1 2 1 2 0 1 0 1 0 

S2 1 - 2 1 3 0 2 1 0 1 

S3 2 2 - 1 4 1 3 0 1 1 

S4 1 1 1 - 1 0 0 0 0 0 

S5 2 3 4 1 - 1 4 1 1 1 

S6 0 0 1 0 1 - 1 0 0 0 

S7 1 2 3 0 4 1 - 1 1 1 

S8 0 1 0 0 1 0 1 - 0 0 

S9 1 0 1 0 1 0 1 0 - 0 

S10 0 1 1 0 1 0 1 0 0 - 

The Service and Package’s Ranking is performed 

using Equations (4) and (5) and shown in Figures 2 and 

3 respectively. It is seen that package P2 gets the 

highest ranking and package P1 gets the lowest ranking 

with respect to rest of the packages. 

 

Figure 2. Service ranking using SAFRank. 

 

Figure 3. Package ranking using SAFRank. 

6. Recommendation of Services Using 

SAFRank 

It is an iterative process; the approach selects one 

service in one iteration for recommendation and 

continue until user wants. To recommend the services 

on user’s requirements, let’s select top two services 

from ranking list as shown in Figure 3. And group 

them in set Si={S3, S5}. The SAF values are produced 

on Si shown in Table 3.  

Here, only two iterations of Ri are performed, on 

given packages P1–P5, in the first iteration, the results 

are shown for Si={S3, S5} and in the second, results are 

for Si={S3, S5, S7}. Tables 3 and 4 shows the 

SAFRanks of each iteration respectively.  

The iterations can be more, depending upon the 

availability of the services. It is also possible that we 

can restrict the iterations on user’s request by applying 
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iterative deepening search technique. It is a learning 

based system to evaluate and recommend services as 

and when required. It populates its repository with 

creation of every new package, registered by the new 

vendor or create by the end user itself. 
 

Table 3. Calculations of SAFRank based on user desires ‘Si’. 

Iteration Ist
 for Ri 2nd for Ri 

Si Ri = {S3, S5} Ri = {S3, S5, S7} 

S1 2 1 

S2 2 1 

S4 1 0 

S6 1 1 

S7 3 X 

S8 0 0 

S9 1 1 

S10 1 1 

Table 4. Ranking of services.  

Rank Service SAF Value Service SAF Value 

on Si= {S3, S5} (1st Iteration) 
Si = {S3, S5, S7} (2nd 

Iteration) 

1 S7 3 S1 1 

2 S1 2 S2 1 

3 S2 2 S6 1 

4 S4 1 S9 1 

5 S6 1 S10 1 

6 S9 1 S4 0 

7 S10 1 S8 0 

8 S8 0 

Figure 4 shows the recommendation process of a 

targeted service. Where after choosing the service, all 

the associated services are ordered ascendingly with 

respective SAF values. User starts with selecting 

service S1, the system calculates SAF values and after 

performing quality filter check, recommends services 

which have association with S1, in ascending order. On 

top, services are listed with higher SAF value and 

helping in choosing the best service accordingly. In the 

next step, if a user selects S3, then query of {S1, S3} 

will be sent to system for further recommendations. 

Similarly, in step 3, user selects S2 and query will be 

{S1, S3, S2}. In step 4, if user does not prefer to select 

top one and goes for 3rd rank services in the list, the 

next query will be {S1, S3, S2, S6} and so on. 

 

Figure 4. Service recommendation process using SAFRank. 

In order to make user defined package, the above 

mentioned process is helpful and allows to select 

services on his/her own desires and that best suited to 

their deemed requirements. Here, user is creating its 

package Pu as follows: 

Pu = {S1, S3, S2, S6, S7} 

Therefore, if database of all services, their associations 

and relevant packages are maintained, then one can 

find its best services of its choice. This technique 

allows learning from the past behaviour of users that 

which package(s) or service(s) has used. When a new 

user wants to use this system, with the help of 

association factor, it proceeds towards the best 

available services in the market. 

The study explored several approaches and 

summarized them over important features for the 

provision of quality-based services to its seekers 

equipping their desires. The most successful approach 

on these parameters was presented in [2] but it is not 

allowing dynamics of quality parameters and not used 

the association of services with each other. This 

approach also covering two type of cloud services in 

its scope (i-e., SaaS and PaaS). 

The study observed that to provide/recommend 

state-of-the-art services on one’s desires in all respects, 

the selection process should have evaluation criterion 

that includes: 

 Dynamic QoS: parameters which should be dynamic 

in nature and one can prepare its own list/group for 

evaluation of services available in the pool. 

 Feedback: selected service should be independent of 

any type of user’s feedbacks because due to its 

biasness and self-generation, a true ranking cannot 

be achieved. 

 Scope: it’s important to know whether policy covers 

all types of internet services (i-e., SaaS, PaaS, IaaS 

or DaaS along with internet of things (IoT). 

 Constant Values: policy should free from any type 

of value fixations. 

 Learning: to perform rich evaluation on past 

experiences of users/CSPs, system should have 

learning mechanism, for making recommendations. 

 MAS: self-organized system to work autonomously 

in all types of environments. 

These aspects are elaborated in Table 5. These well-

known approaches are examined on dynamic QoS 

attributes, feedback, scope of services as SaaS (S), 

PaaS (P) and IaaS (I), learning mechanism, fixed 

values and agent based approach. The ‘√’ shows to 

which scope of service is targeted. 
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Table 5. Summary of cloud service selection approaches. 

Approaches Dynamic QoS Feedback Scope S, P, I Constant Values Learning MAS 

AHP [8] × √ √ √ × × 

Historical Usage Data [3] × √ √ √ × × 

Performance Factor [19] × √ √√√ √ × √ 

Multi-Agent System Arank [10] × √ √ √ × √ 

Inference Rules [17] √ × √ × √ × 

Relative Service Ranking Vector 
and SMICloud Toolkit [5] 

× × √ √ × × 

MAS+K-mean Clustering [13] × √ √√√ √ × √ 

Group Decision Making Method 

(MCDM) [2] 
× × √-√ √ × × 

SAF[18] √ × √√√ × √ √ 

 

7. Conclusions 

Cloud and IoT service selection policies have 

constraints of feedback biasness and self-generation, 

fixed QoS parameters, fixed values, coupled and single 

type services. In addition, they performed evaluation on 

single services and lacking recommendations when 

more than one service is set as input. The innovative 

approach SAFRank resolves these issues. It 

recommends services on a set of services mentioned as 

requirements. New seekers get best facilities as per 

their needs. The results show that technique works well 

in said scenarios. The Multi-agent system is helpful for 

online community/QoS brokers to have effective online 

resources. SAFRank is useful for identifying best 

online education courses, business applications, 

medical assistance, hotel reservations etc. 

In future, we will improve SAFRank technique on 

backup services and suggest domain based QoS 

rankings to provide effective and better 

recommendation. 
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